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Notices

This QSAN Unified Storage series application note is applicable to the following XCubeNXT
models:

XCubeNXT Storage System Rack Mount Models

Model Name Controller Type Form Factor, Bay Count, and Rack Unit
XN8026D Dual Controller SFF 26-disk 2U Chassis
XN8024D Dual Controller LFF 24-disk 4U Chassis
XN8016D Dual Controller LFF 16-disk 3U Chassis
XN8012D Dual Controller LFF 12-disk 3U Chassis

Information contained in document has been reviewed for accuracy. But it could include
typographical errors or technical inaccuracies. Changes are made to the document
periodically. These changes will be incorporated in new editions of the publication. QSAN
may make improvements or changes in the products. All features, functionality, and product
specifications are subject to change without prior notice or obligation. All statements,
information, and recommendations in this document do not constitute a warranty of any
kind, express or implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to the
names and addresses used by an actual business enterprise is entirely coincidental.

Notices i
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Veeam Data Protection

Executive Summary

Digital transformation era boosts enormous data growth, digital data becomes the essential
asset for every organization. Veeam is the leader in Cloud Data Management, providing a
simple, flexible and reliable backup & recovery solution for all organizations. QSAN
collaborates with Veeam to liberate the traditional backup architecture. Providing the
modern data backup and protection solutions to prevent business or organization from
cyber-attack.

Audience

This document is applicable for QSAN customers and partners who are interested in
learning about how Veeam and QSAN collaborate the data protection solutions for
preventing from ransomware or any cyberattack. It assumes the reader is familiar with
QSAN products and has general IT experience, including knowledge as a system or network
administrator. If there is any question, please refer to the user manuals of products, or
contact QSAN support for further assistance.

Overview

With rapid data growth, digital data evolves continuously. More than 70% of companies do
not have effective data protection strategies, leaving companies in a dangerous state at all
times. However, effective data protection is usually complex and expensive, and the current
dated backup technology is difficult to manage and protect the ever-expanding data. The
backup solution continues to transform in response to demand. More and more
ransomware and cyber-attacks became significant issues of digital transformation.

Most of the business think that data has been backed up multiple times, the current data
can still be stored safely while attacking by ransomware, but this is not 100% truth. The
ransomware will attack the entire shared folder. When the ransomware is in one of the
backup platforms, all the data in the network neighborhood will not be spared. Eventually, it

Veeam Backup with Snapshot & WORM Data Protection Guide 1
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will fall into the trap of ransomware, and the enterprise will have to spend extra cost to get it
decrypted. However, together with Veeam, integrating backup software and storage system,
we provide not only easy data backup but the high availability data protection.

The Structure of QSAN and Veeam Integration

IL=EN|
&y &5 ) &) ===
ESXi | Hyper-V ) i—

Veeam Server

A

VeeAM

READY

Figure 1-a QSAN and Veeam Integration Structure

Create VMs on server and save all the data into QSAN primary storage. Applying Veeam
software for backing up to QSAN storage for data integration.

The Integration with Veeam from QSAN through Snapshot Mechanism

Snapshot is the read only file stored in the safe Zettabyte File System (ZFS). No matter your
data is attacking by ransomware or the unexpected condition happened in the storage,
snapshot file can help to recover all the data. To achieve rapid data protection and recovery
short-term data preservation through storage snapshot integration technology. Making sure
the unexpected issues do not affect online operating data.

2 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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Automatically take

@ @ @ & Snapshot after

VEEAM backup
QSAN Unified Storage
VEEAM Restful API =8

Server Server P | I N R E—
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QSAN Primary Storage

FolderVeeam (Backup) Storage Snapshots
W — o J oX o,

B = o N 04

ElolE [llodododo.

Meta
Data

Day 3 Day 4

Data

Figure 2-b How QSAN Snapshot Works for Data Protection

All of the VM data are stored in QSAN primary storage, applying Veeam for backup to

QSAN Unified Storage. Using Restful APl to communicate between Veeam and QSAN
Unified Storage. The Restful API provided by QSAN is scripted as “automatically take
snapshot after Veeam finish backup.” Thus, QSAN and Veeam integration makes business
data protection automatically done by taking snapshot that ensure snapshot file is kept in
ZFS, there's no need to worried about data is been tempered by cyber-attacks.

How to Set Up Auto-Snapshot After Veeam Backup

Step 1. Open Control Panel
Step 2. Go to File Sharing — Folder — Shared Folder
Step 3. Click on Create

Veeam Backup with Snapshot & WORM Data Protection Guide 3
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Q (4] < #0C Control Panel

System Folder Map| Shared Folder NFS Host Windows Network Host Folder Link

Slnlaga

Folderist Information

User

Sl | Folder name Build
% Group Search folder ) | Description
&& Domain Security Build Location v
WORM None
Ba Folder
Network Service I W Used 57 GB Folders 124
2% Available 3.527TB Files 8
Total size 3.58TB Folder Structure Export

Threshold notification

Permission

Owner admin v

Owning group Administrator_Group v

Accour D u .’H v Search user and group
<« - o

Figure 1-1  Configuration Page for folder Setup

Step 4. Select Create a Share Folder — Click Next bottom

Create Folder

(®) Create a Shared Folder

Create a Sub Folder

Cancel Next |

Figure 1-2  Create a Shared Folder

Step 5. Type in Folder name — Click Confirm bottom

4  © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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Create Folder

Create Folder

Folder name

Description

Location

v

Software

The folder will share the size of Software. You can also enable folder size and reserve
capacity for the folder.

Folder size (Reserved capacity) GB

Hide Network Drive

® Enable Recycle Bin

Anonymous login Read only

~

Enable File Retention Days delete files.

When this feature is enabled, if the file has not been opened within the set time, it will
be automatically deleted.

Cancel

Type in Folder Name to Create Folder

Figure 1-3

(] Q < & 0 C Control Panel A @
System Folder Map Shared Folder NFS Host Windows Network Host Folder Link
File Sharing Folder list -
Information i
User & Foldername  veeam
¥ Group A, Search folder W34 Description
& Domain Security Build Location v
- Source WORM Retention period on this folder: - day(s)
Tmp
Network Service eb ' W Used 107 GB Folders 2
test12334 3% Available 3.52TB Files 2
Total size 3.63TB Folder Structure Export
veeam
worm Threshald notification
Permission
Owner admin v
0Owning group Administrator_Group v
Accourss - U v ), Search user and group -
@ A »

Figure 1-4  Finish Set Up Veeam Folder

Step 6. Please refer to B. Set Up in Veeam Backup and Replication Ul

Veeam Backup with Snapshot & WORM Data Protection Guide
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Make the Protection Triple! WORM, Snapshot, and Veeam

WORM, stands for write once read many, is the unique feature designed by QSAN and
comes with Unified Storage that doubles the level of data protection. WORM can ensure
that the status of the written data will not change, it can neither be deleted nor changed. The
WORM mechanism has "locked" the data status, and inherently prevented the possibility of
ransomware attacks, encryption or deletion of data.

Create two folders:
A.  Automatically take Snapshot after

% @ —— VEEAM backup
salL B. After taking Snapshot, copying Day |

Data to Folder WORM that under
@ ﬁﬁ @ WORM protection.
*  Folder WORM will have only 2 data, thus, APl will delete
the oldest data out of twe.

Applications

VEEAM QSAN Unified Storage

Restful API
Server Server )| D — — —
I I B B

QSAN Primary Storage
| FolderVeeam (Backup) Folder WORM
W — Eo
Folder Veeam (Backup) Folder WORM
. WORM expired: Delete Day 1 data
Day 3 L
] lUnder WORM Protection: Add Day 3 Data)

Figure 2 How QSAN WORM Works for Data Protection

QSAN provides the Restful APl to communicate between Veeam and QSAN Unified Storage.
User decides the Veeam Backup period, the same period will be applied to WORM
Protection.

For Example:

1. User creates 2 folders (Named Folder Veeam & Folder WORM for example), and set up
Veeam to do data backup EVERYDAY.

2. After Veeam finish backing up in day 1, it will take snapshot automatically, and copy the
meta data and transaction file saving them in folder WORM.

3. Under WORM protection, Data Day 1 in folder WORM cannot be modify for 2 day.

6  © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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4. Veeam will automatically do the second backup after a day (user set up). After Veeam
backup, repeating the second and third steps.

5. After 2 days, WORM is expired, it will automatically delete Day 1 data in folder WORM
(Make Folder WORM always have only two data to save storage capacity).

Benefit of Veeam and QSAN WORM Integration

Single data backup is not enough for preventing ransomware. Veeam and QSAN WORM
integration doubles the level of data protection!

e Enable WORM protection mechanism after Veeam automatic backup for an active
data protection.

e Make sure the ransomware cannot modify the metadata and transaction files that
are kept intact by WORM.

e However, if business is unfortunately being attacked by a ransomware, business can
still complete data recovery from a folder protected by WORM.

e The 24-hour WORM expiration setting will delete previous metadata automatically,
so that your data is not only perfectly protected, but also not occupying your storage
capacity.

How to Set Up Auto-WORM After Veeam Backup

A. Set Up in QSAN Ul

Step 1. Open Control Panel
Step 2. Go to File Sharing — Folder — Folder list

Step 3. Select a Share Folder — Click on the Gear icon — Select WORM from dropdown
menu

Veeam Backup with Snapshot & WORM Data Protection Guide 7
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(x] w < a0l C Control Panel @
System Folder Map Shared Folder NFS Host Windows Network Host Folder Link
Swrage Create Settings
__Fne Sharing Folder list formation
vser older name worm
% Group Search folder Edlt
— Softwi
Source Retention period on the files of this folder: 1 day(s)
[ Folder I Delete
Tmp
Network Service Web W Used 0.09 MB Folders 0
— 0 Available 4.927TB Files 0
) Total size 4.92TB Folder Structure Export
s
I worm I Threshold notification
Permission
Qwner admin
Owning group Administrator_Group
Accour] £ v Search user and group -
« a4 :

Figure 2-1 Configuration for WORM Setup

Step 4. Check Enable WORM protection box to enable WORM—

Click on the Set Retention Period on Each File of This Folder radio button
(1) Enter a number equal to or greater than 1 Day(s)
(2) Click on the Next button

[Note] Days set up proportionis 1:2 (Veeam backup : WORM)

For example:
- If user set Veeam backup every day, then set WORM retetion for two days.

- If user set Veeam backup every two day, then set WORM retetion for four days

8 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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WORM

WORM (Write Once, Read Many) When WORM is enabled, data in this folder will remain
read-only until retention date ends.

@ Enable WORM protection

Protect this forever

(® Set retention period on each file of this folder.

1 days

Cancel Next

Figure 2-2 Configuration for WORM Setup

() Click on the Confirm button if all information is correct

WORM

Folder name worm
WORM protect this folder retention period in this folder

Retention 1 days

Are you sure you want o sel WORM protection on this folder?

Figure 2-3  Confirmation: Applying Set Retention Period on Each File of This Folder

Veeam Backup with Snapshot & WORM Data Protection Guide 9
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Step 5. Click on the Apply button to apply WORM protection onto designated Share Folder

QOO < A 0O C Control Panel ®
System Folder Map NFSHost = Windows Network Host
Storage m Setts
ings

File Sharing Folder list

Information
- S&B88  Folder name
R Group §44 Description
Cloud-Backu Location
@ Domain Security Backup
Caoviion WORM
Network Service W Used omMB Folders
Available 90G8 Files
Total size
Permission
Owne admin
Administratc oup
- B

Figure 2-4 Apply WORM

B. Set Up in Veeam Backup and Replication Ul @ video tutorial

Step1-1. Click BACKUP INFRASTRUCTURE — Select Managed Servers — Click Add Server

BACKUP INFRASTRUCTLIRE

5 Backup Proxies NAME T VP ESCRIPTION
Backup Repositories H 1921681285  VMware ESXi Server Created by WIN-0S4SP6SMOQD\Admin
& External Repositories P2 WIN-0S4SP6S...  Microsoft Windows Server  Backup server

71! Scale-out Repositories
©» WAN Accelerators
Service Providers
+ A SureBacikup
I, Application Groups

i
+ (€1 Managed Servers
I_W o VVIWare vopnere.
H standalone Hosts

= Microsoft Windows
F. Missing Updates (1)

/n\ HOME
2% INVENTOR!

I (¥ BACKUP INFRASTRUCTURE I
% HISTORY

Figure 2-5 Configuration of Server Adding

10 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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Step 1-2. Click Network attached storage

. x
Add Backup Repository
Select the type of backup repository you want to add.
Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance.
Network attached storage
3 Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.
Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance AP, use the network attached storage option instead.
@ Object storage
i.’, On-prem object storage system or a cloud object storage provider. Object storage can only be used as a
Capacity Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.
Cancel
x
Network Attached Storage
Select the type of a shared folder you want to use as a backup repository.

= NFS share

S Adds an NFS share. This is the rec config for ing storage capacity provided by NAS.
devices.
SMB share

|5 Adds an SMB (CIFS) share. For reliability reasons, this configuration is recommended for continuously available
(CA) network shares only.

Cancel

Figure 2-7 Network Attached Storage

Veeam Backup with Snapshot & WORM Data Protection Guide 11
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Step 1-4. Type in the Name for this backup repository — Click Next

Name
Type in a name and description for this backup repasitory.

Share
ion:

Created by WIN-0S4SP6SMOQD\Administrator at 4/22/2021 1:34 PM.

Repository
Mount Server
Review
Apply

Summary

]

Figure 2-8 Network Attached Storage

Step 1-5. Type in the location of the Shared folder that created in QSAN Ul — Tick the
checkbox in This share requires access credentials — select or create an account — Click

Share
f Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should write data
= tothisshare
Name Shared folder:
[wis2168214 500Tmp || Browse.
Rej
posory [¥] This share requires access credentials:
Mount Server [7_20min (admin, last edited: less than  day ago) v
Review Manage accounts
Apply Gateway server:
(®) Automatic selection
Summary

() The following server:
WIN-0S4SPESMOQD (Backup server
Use this option to improve performance and reliability of backup to a NAS located in a remote site.

n | o]

Figure 2-9 Shared Folder Location

12 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.



Step 1-6. Check the Path to folder is correct — Click Next

Repository

QSAN

£ Typein path to the folder where backup files should be stored, and set repository load control options.
=
Name Location
Path to folder:
Share

9216821450\Tmp

E Capacit: 357TB
== Free space: 3.5TB

Review Load control
" Running 100 many 1asks against the
Apply timeouts. Control storage device saturation with the following settings:

] Limit maximum concurrent tasks to: 4 5]
[_] Limit read and write data rate to: 1 =] me

Click to

settings

may reduce overall performance, and cause /O

i

Figure 2-10  Path of folder

Step 1-7. Click Next

Mount Server

= Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries). Instant
% recoveries require a write cache folder to store changed disk blocks in.
Name Mount server:
| WiN-0545P6SMOQD (Backup server) v [[addtew.. |
" Instant recovery write cache folder:
Repository
|C ache\ | | Browse.. |

recovered VMs. We recommend placing write cache on an SSD drive.

ESSVSEI ;... that the selected volume has sufficient free disk space to store changed disk blocks of instantly

Review

[] Enable vPower NFS service on the mount server (recommended)
Apply Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM. vPower NFS
Summary service is not used for instant recovery to a Microsoft Hyper-V VM.

Figure 2-11  Mount Server

Veeam Backup with Snapshot & WORM Data Protection Guide
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Step 1-8. Check all the status — Click Apply

Review

(@

Name
Share
Repository
Mount Server
| Review
Apply
Summary

Please review the settings, and click Apply 1o continue.

The ing will be on server WIN 0QD:
Component name Status
Transport already exists
vPower NFS already exists
Mount Server already exists

[] search the repasitory for existing backups and import them automatically
ort guest file system index data to the catalog

Step 1-9. Click Next

Apply

Figure 2-12  Review

Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Message Durat..
© Starting infrastructure item update process 0:00:02
© Discovering installed packages

© Package VeeamD exe has been up

© Package VeeamDeploymentDILdll has been uploaded
© Registering client WIN-0S4SP6SMOQD for package Tra...
© Registering client WIN-0S4SP6SMOQD for package vPo..
© Registering client WIN-0S4SP6SMOQD for package Mo...
© Discovering installed packages

© Al required packages have been successfully installed
@ Detecting server configuration

@ Reconfiguring vPower NFS service

© Creating configuration database records for installed pa...
@ Collecting backup repository info

@ Creating database records for repository

© Backup has been added

Figure 2-13  Apply

14 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.



Step 1-10. Click Finish

Summary

Name

Share
Repository
Mount Server
Review
Apply

You can copy the configuration information below for future reference.

Summary:

MB backup repository ‘Backup Repository 1" was successfully created.

IMount host: WIN-0S4SP6SMOQD
|Account: admin

Backup folder: \\192.168.214.50\Tmp
[Write throughput: unlimited

Max parallel tasks 4

Figure 2-14  Summary

Step 2. Click INVENTORY — check all the VMs are included

SERVER

EEx G

Add  Edit Remove

Server Server Server  Location *
Manage Server Manage Storage
INVENTORY

« (f virtual Infrastructure
+ {8 VMware vSphere
L
192.168.128.5
. ysical Infrastructure
' Manually Added
Unmanaged
1§ File Shares
+ [ Last 24 Hours
[P Success
% Waming
[ Failed

A HOME

559 NAS_BUILD_DEB7_1
5 NAS_BUILD_DEB7_2

ware vCenter Server Appliance

USED SIZE  PROWISL. FOLDER HOST
82G8 843GB wvm shepherd.Qsan.com
839GB 5083GB vm shepherd Qsan.com
5124 GB 5124G8 vm shepherd Qsan.com
5124 GB 5124G8 vm shepherd Qsan.com
286 GB 1095GB vm shepherd.Qsan.com
40.1G8 484GB vm shepherd Qsan.com
334G8 2323GB vm shepherd.Qsan.com
5085 GB 5085GB vm shepherd.Qsan.com
136GB 5043GB vm shepherd.Qsan.com
163 GB 2015GB vm shepherd.Qsan.com
2903 GB 2903GB vm shepherd.Qsan.com

GUEST OS

Other 26.x Linux (
Other 26 Linux (.
Ubuntu Linux (64-,

Debian GNU/Linu...
Debian GNU/Linu...
Ubuntu Linux (64-..

Ubuntu Linux (64-
Other 3x Linux (6.

2% INVENTORY

allin

g1 BACKUP INFRASTRUCTURE

¢ HISTORY

Figure 2-15  INVENTORY

Veeam Backup with Snapshot & WORM Data Protection Guide
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Step 3-1. Select HOME — Click Backup Job — Click Virtual machine

BackupllReplication Backup Copy  Failow
T
Virtual machine... Jobs 0
B oW Compy
- New Backup Job AlLj

Figure 2-16  Configuration of Adding Backup Job

Step 3-2. Type a Name for this backup job
New Backup Job =]

Name
w Type in a name and description for this backup job.

Name:
Backup Job 1|
Virtual Machines

Description:
Storage Created by WIN-0S4SPESMOQD\Administrator at 4/22/2021 1:36 PM

Guest Processing
Schedule

Summary

Figure 2-17  Name

16 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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Step 3-3. Click Add —Choose a Virtual Machine to Add Object for backup

- Add0tes ]

Select virtual maj
add new VM intd

Name
Storage

Guest Processing
Schedule

Summary

Select objects:

== ftomatically changes as you

4 8 Hosts and Clusters
“§ 1921681285

(5 APP_BUILD_WIN_2016
{1 Mazda6
£ NAS_BUILD_DEB7_1
£ NAS_BUILD_DEB7 2
£ OpenVAS
£ QA-Nessus
{5 QSAN_WIKI_DEBIAN 9.8
£ SAN_BUILD_DEBIAN 9
& SW_GIT
£ SW_REPORT
% VMware vCenter Server Appliance

Figure 2-18

Step 3-4. Click Next

Add Virtual Machine

=]

Total size:
0B

Name

Storage
Guest Processing
Schedule

Summary

Virtual machines to backup:

= Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes as you
B 2dd new VM into container.

| ViSRS [0 5010 win 2016
|

Virtual Machine 824 GB

Figure 2-19

Veeam Backup with Snapshot & WORM Data Protection Guide
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Step 3-5. Select Backup repository to map backup — Click Advanced

Storage
_w Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this job and
B&  customize advanced job settings if required.

Name Backup proxy:
|Automatic selection I | Choose...
Virtual Machines
| O —
| Backup 1 (Created by WIN- at4y; 11: ) v
[ G 0QD\ /22/2021 1:34 PM, ]
Guest Processing £ 352TBfreeof 352 T8 Map backup
Schedule

Retention policy: 7 1] |restore points  v| @

Summary
["] Keep certain full backups longer for archival purposes

[_] Configure secondary backup destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make at least
one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, [
block size, notification settings, automated post-job activity and other settings.

[Ccrovous | [“Ne> ] [ roen | [ cancel ]

Figure 2-20  Storage

Step 3-6. Select Scripts— Tick the checkbox of Run the following script after the job: —
Click Browse

L adecedsemngs [
[ Bckus | [ storsge | Notiictions | vsphere :m I

Job scripts
] Run the following script before the job:

[¥] Run the following script after the job:

|Cicreate_snapshots.psl |

® Runscriptsevery 1 2 backup session
_) Run scripts on the selected days only Days...
Saturday

Save As Default II] E

Figure 2-21  Add Scripts in Advanced Settings

18 © Copyright 2021 QSAN Technology, Inc. All Right Reserved.
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Step 3-7. Choose PowerShell Files (*.ps1) file type— Select the script file downloaded from
QSAN

Browse for file:

~

ER
$RecycleBin
s
04621a06eed7e1ea08225218b0
28fc0fa5d8a482b3a7
40c22126499e2715006ecaBTdd
8589a70f50393a4b4b9cBBe5%a2e
Adobe Photoshop CS6
adobeTemp
Documents and Settings
FlashFXP
Ftprush
Java
Perflogs
PortQryUl
Program Files
Program Files (x86)

| ProgramData

System Volume Information
Users.
VBRCatalog

oo

| ! 4 create_snapshots ps1 !

File types to show:
|PowerShell Files (*.ps1) v

Figure 2-22 Select Script File

Step 3-8. Check the script file is the right one — Click OK
o adenceasenns B

[ Bacwp | Maintenance [ storage  Notifcations | vighere[Inegraton | S

Job scripts
] Run the following script before the job:

[#] Run the following script after the job:

|Chereate_snapshots.ps1 | :&““"‘-

® Runscriptsevery 1 -+ backup session
_) Run scripts on the selected days only Days...
Saturday

— =] =

Figure 2-22 Script file to run after the job
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Step 3-9. Select by the needs — click Next

New Backup Job -
Guest Processing
* Choose guest OS processing options available for running VMs.

Name * Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the OS to perform required application restore steps upon first boot.

Storage Customize application handling options for individual machines and applications

Guestpocsing bl guest e system ndeing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files. Indexing
Schedule is optional, and is not required to perform instant file level recoveries.

Summary Customize advanced guest file system indexing options for individual machines

Automatic selectio

Manage accounts

= =

Figure 2-23 Guest Processing

Step 3-10. Tick the checkbox on Run the job automatically — Set the backup Schedule—
refer to QSAN Ul WORM schedule

[Note] Schedule set up proportion is 1:2 (Veeam backup : WORM)
For example:
- If user set Veeam backup everyday, then set WORM retetion for two days.

- If user set Veeam backup every two day, then set WORM retetion for four days
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Schedule

l_w-. Specify the job scheduling options. If you do not set the schedule, the job will need to be controlied manually.
vim|
Name Run the job automatically
Virtual Machines ® Dailyatthistime:  |1000PM | [everyoay "
Fri © Monthly at this time: | 10:00 PM 2] [Fourth Saturday
) Periodically every: 1 Hours
Guest Processing
After this job
Summary (] Retry failed items processing: 3 ] times

Wait before each retry attempt for: 10 5| minutes
Backup window
[_] Terminate job if it exceeds allowed backup window Window.

If the job does not complete within allocated backup window, it will be terminated to
prevent snapshot commit during production hours.

Figure 2-24 Schedule

Step 3-11. Reconfim for all the settings—Click Finish
O e

Summary

w The job’s settings have been saved successfully. Click Finish 1o exit the wizard.
-
Name Summary:
: Backup Job 1
Virtual Machines [Target Path: \1192.168.214.50\Tmp
[Type: VMware Backup
Storage Source items:
APP_BUILD_WIN_2016 (192.168.128.5)
Guest Processing

|Command line to start the job on backup server:
Schedule CA i ==

\Proge
ey | OTeemamanman

" backup f5317929-

("] Run the job when | click Finish

Figure 2-24 Summary
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Step 3-12. The Job created appeal in the council

- QEEYE view
1 &
L 3 &80 @ 2
Backup Replication Backup Copy Failover Import
Job * Job * Copy* Job* Pan~ Backup
Primary Jobs Auiiary Jobs Restore Actions.
HOME Q 5 Al jobs
« %% Jobs NAME T TYPE OBJE TATU! AST RUN AST R T NEXT RUN ARGE
% Backup %% Backup Job 1 VMware Backup Stopped 4/22/2021 10... Backup Repository 1

# Last 24 Hours

[

DESCRIPTION
Created by WIN-0S|

Figure 2-24

Step 4-1. Find the Scipt file downloaded from QSAN—Right-click —Edit

Local Disk (C:)

€« T & » ThisPC » Local Disk (C) v &
W This PC Name ate modified Type
My Desktop 4 create_snapshots.pret 422021 1202 DAL \indoue QowerSh I
P
Documents = = :
w Downloads . synchd exe e =
& Music " rdfcexe i
K. Pictures 38CBSCF10627
8 Videos DS _Store
#. Local Disk (C) B3 siptoolexe
% 91 (\\192.168.1395) (0) 0 sipdil
& 91 (\\192.168.138.58) (Z) 8 _atpiog % TortoiseSVN »
DS _Store B Add to archive...
& Network msdiag0.dil B Add to “create_snapshots.sar™
Proaram Fles ® Compress and email...
[ i
°9 B Compress 1o “create_snapshots.rar” and email
k. Program Files (x86] Restore previous versions
L. PortQryUl Santin v
ut B £
29 items =

1 item selected 1.76 KB Copy S| =

Figure 2-25 Make custom-changes on the Script

Step 4-2. Change the following customize items :

Done Setting in Veeam Backup and Replication Ul

i.  NASIP address: into your NAS IP
ii.  NAS login user name
iii.  Nas login password
iv.  NAS shared folder name (Snapshot) : into the folder name you create for snapshot

(setin QSAN Ul)
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v.  NAS shared folder name (WORM): into the folder name you create for WORM (set in

QSAN UI)
= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
5 H & ax» =9 b B » 8 FHooimo
create_snapshots.ps1* X
1 El<#

Copyright 2020 QSAN Inc.
>

I L L T
# Please enter below all data which are needed to process snapshots. #
T P e P

il # NAS IP address
Sip '192.168.214.50"

# NAS login user name
Suser - ¥ .

# NAS login password
$passwor "654321°

# NAS shared folder name (Snapshot)
$folderName N '

I N I b b ok o ot b b ot b

1§ # NAS shared folder name (WORM)
SwormFolderName ‘worm*®

1
24 m R e e ]
e

—§paran e{
pageSize - '10';

30 etry {
31 Invoke-webRequest 'http://" + §Sip+ "/fauth/get’
32 |} catch {}

33

Figure 2-26 5 Items Change in the Script

Summary

The Integration between QSAN and Veeam bring higher data protection level for all
business. In the age of advances in information technology, cyber-attack becomes the main
issue for most business to conquer. Try to apply Veeam Backup with Snapshot and WORM
mechanism to prevent from any ransomware attack. After setting up by the steps listed
above then the business can enjoy the automatic data protection process.
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Appendix

Related Documents

There are related documents which can be downloaded from the website.

All XCubeNXT Documents
QSM_WORM White Paper
XCubeNXT Hardware Manual
XCubeNXT_Software Manual
Compatibility Matrix

White Papers
Application Notes

Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

Via the Web: https://www.qgsan.com/technical_support

Via Telephone: +886-2-77206355

(Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

Via Skype Chat, Skype ID: gsan.support

(Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)
Via Email: support@gsan.com
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