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Information contained in this document has been reviewed for accuracy. But it could include
typographical errors or technical inaccuracies. Changes are made to the document periodically.
These changes will be incorporated in new editions of the publication. QSAN may make
improvements or changes in the products. All features, functionality, and product specifications
are subject to change without prior notice or obligation. All statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or
implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee
that these measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary. Users
of this document should verify the applicable data for their specific environment.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All these names are fictitious and any similarity to the names
and addresses used by an actual business enterprise is entirely coincidental.
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Executive Summary

As data volumes continue to grow and the demands for business continuity increase, backup
solutions have become particularly important in modern enterprises. Rsync is an efficient file
synchronization and backup tool widely used for data transfer between different operating
systems. In this solution, we will explore how to leverage Rsync to achieve efficient and reliable
backups between QSAN's QSM 3 and QSM 4 operating systems. This technology not only offers
flexibility and efficiency but also minimizes network bandwidth usage, ensuring the secure
transfer of data across different platforms.

Audience

The primary audience for this solution includes enterprise IT professionals, system
administrators, and decision-makers. IT professionals are responsible for data management and
protection, system administrators need to be familiar with the configuration and management
of backup tools, while decision-makers are concerned with data security and business
continuity strategies. By understanding this backup solution, the audience will be able to grasp
the technical advantages of effectively utilizing Rsync between QSM 3 and QSM 4 operating
systems, ensuring the security of enterprise data and the continuous operation of the business.

Preface
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Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

= Viathe Web: https://www.qgsan.com/technical support

Via Telephone: +886-2-77206355

= (Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

= Via Skype Chat, Skype ID: gsan.support

= (Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)

= Via Email: support@gsan.com

Preface
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Information, Tip, and Caution

This document uses the following symbols to draw attention to important safety and
operational information.

INFORMATION

) INFORMATION provides useful knowledge, definition, or terminology for
reference.

TIP
TIP provides helpful suggestions for performing tasks more effectively.

CAUTION
CAUTION indicates that failure to take a specified action could result in

damage to the system.

Preface
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1.1. Environment and Topology

Demonstration Environment
= Source Storage

= Model: XN5016R
Memory: 16 GB per controller
Firmware: QSM 3.5.1
Data Port IP: 192.168.222.87

= Target Storage

= Model: XN8116D
Memory: 16 GB per controller
Firmware: QSM 4.1.0
Data Port IP: 192.168.195.2

Demonstration Topology (TBD)

Configuration Settings
©2026 QSAN Technology, Inc. All rights reserved.
www.gsan.com



2.

ENVIRONMENT CONFIGURATION

Data Migration Guide
Application Notes

2.1. Configuration Steps

2.1.1. NAS Directory Creation

1. Create a shared directory on XN8016R (QSM 3)

oo <> (&

System

D

njc

General Settings

Folder Map Shared Folder NFS Host
(= e

(o] Network Folder list
@ Security E-N
& Connection Q_  Search folder
LJ Notification 1
2
J Power
o | aQsm3
“| Log

N Maintenance
Storage
File Sharing
. User
® Group
& Domain Security

Bm Folder

Network Service

Control Panel

Information

Folder name 1
Description
Location v
WORM None
= Used 0.09 MB
0 % Available 11168
Total size 11168
Threshold notification
Permission
Owner ~
Owning group ~

2. Create a shared directory in XN8116D (QSM 4)

Dashboard

@
C2 shares ~ Name Qsm4
=3
£ storage .
Usage 103.6 MB / 10.0 GB
2 shares Normal
Health Good
Se  Hosts | QsmM4
H -V > Vol 02
&) Protection elasticsearch yper olume_
Monitor !
De: o
S Accounts ~
] system -~
C2 Permission
[E  Notification -~

Environment Configuration
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2.1.2. Check network connectivity

1. Check if the ip address of XN8116D (QSM4) can be ping at XN8016R (QSM 3)

VSO (<> AlD)C Control Panel Q
System Interface IPv6 Routing
@ General Settings Ping / Traceroute a
Diagnostic tools help you clarify network problems between the host and your system.

@ Security Ping v | IP Address 192.168.195.2 1Pv4 o P—
Ping host 192.168.195.2: Success

@ Connection Ping host 192.168.195.2: Success

K Notifi )

()

v Power

""" Log

Loopback

x Maintenance
Enable loopback

Storage
File Sharing
Network Service ARP
ARP (Address Resolution Protocol) is used for mapping IP addresses to MAC addresses.
Condition  (® All IP Address Refresh Cancel
IP Address MAC address Interface
192.168.202.41 00:13:78:f:10:c5 LAN1 =
192.168.202.1 34:97:f6:5d:09:15 LAN1
192.168.210.201 00:13:78:00:f7:23 LAN1 =
Figure 2-3  Ping IP
Environment Configuration Official
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2.1.3. QSM 4 Settings

1. Setthe Rsync User on Protection = Rsync > Server

QSAN XN8116D-D49CAS =2 el
(?) Dashboard Client
[© Snapshot
S storage
& QReplica Setting
2 Shares
) Rsync Port 873
S, Hosts
Maximum Upload Rate (MB/s) 0
@ Protection
Maximum Download Rate (MB/s) 0
Monitor ~
@ Hardware

|~ Performance

Rsync User
il Usage
L Add
Ceo Accounts v
® Name Available Shares
[ system ~
admin QsM4 b
@ General

2. Collect the data and files to the shared directory in QSM 3 device.

<J

- = | Manage gsm3 (\\192.168.195.11) (Z:) - [m} X

Home Share View Drive Tools i 0

T == > ThisPC » gsm3 (\192.168.195.11) (Z:) » v D Search gsm3 (\\192.168,185.1.. @
~
@ OneDrive - Persor O Name Date modified Type Size
@recycle 14/11/2024 19:05 File folder

This PC
s | [ ] QSAN_QSM-APL_3.5.1_202408211400.bin  21/08/2024 15:13 BIN File 461,988 KB

_J 3D Objects
[l Desktop

s

<) Documents

4 Downloads
b Music

[&] Pictures

i Videos

‘e Windows (C:)

= gsm3 (\\192.168
v € >

2 items [E‘ =

Environment Configuration Official
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2.2. Rsync backup

1. Add a backup device to XN8016R (QSM 3)

QOO0 </> D Backup
33 Remote Backup Target list
@, Cloud Backup #Z W | Additasks to define backup source target and destination location. You can choose scheduling on the task.
Add > B =l
€5 Xmirror : il g
Task Name Source(localhost) Destination Schedule Status
+&- USB Backup
No record
= Log
@ Online
Offline
Figure 2-6  Add Destination

2. Afterfilling in the target device information, click the test button whether the connection is

T Add Backup Target
2 Bt
Add target address
IP address / Host name 192.168.195.4 v I
Target Name Rsync
Port number 873
Username admin
Password
Please enter the target system default admin account
Success
u

Environment Configuration
©2026 QSAN Technology, Inc. All rights reserved.
www.gsan.com
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2.3. Storage Backup

1. Click ADD to add a backup job

Data Migration Guide
Application Notes

QSO0 (</I>| O Backup
@i Cloud Backup m Add tasks to define backup source target and destination location. You can choose scheduling on the task.
€5 Xmirror E > BH % B @

‘ Task Name Source(localhost) Destination(Rsync)  Schedule Status
< USB Backup
® Rsync No record
i Log
=
® Online
Offline
Figure 2-8  Add Backup Task - |
Environment Configuration Official
Document
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2. Select the backup type, in this case we select Replication

Backup
F

® g i i Backanilast:
= =

Select backup task type

@ Replication
P
- Repl added, i or data from source folder to destination folder. l
Restore
Restore files from the destination to your NAS.
]

Figure 2-9  Add Backup Task - 11

3. Set the task name

L Backup

e Add Backup Task
o ' — Enter the remote backup task name A
€ Xmirror

Select backup source and destination I

Source (localhost)

NN

Destination(Rsync)

Figure. 2-10  Backup Setup

Environment Configuration Official OSAN
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4. Set the source location

/.’3 < | B Backup

O. S?l&[)‘ih@( — B = e - !

73 Remote Backup

& Cloud Backup Enter the remote backup task name BB chioose:schaduling on thétas)

€5 Xmirror i B

o Select backup source and destination : dul l atus
& USB Backup
Source (localhost)
Log
Destination(Rsync)
B
Offline
Figure 2-11  Add a Source device to the backup Task - |
5. Specifies the files to be backed up on the source side

(%] < | Backup

Y Snapsho L
M Snapshot Add Backup Task L
=
LE ] =

Select replication backup source
@ Cloud Backup [ source (ocalhost) | asma/ H pupa gy
G Xmirror HINT: Hold down Ctrl and left click 10 select multiple source path.
| > | mm1 > | [} QSAN_QSM-APL3.5.12.. 1 e
&~ USB Backup .2 N
Log B Qsm3 N

v

] -

Offline

Figure 2-12  Add a Source device to the backup Task - 11

Environment Configuration
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6. Set target location

Enter the remote backup task name

Add Backup Task

Backup

Task Name [ T

Select backup source and destination

Source (localhost)

Destination(Rsync)

Data Migration Guide

Application Notes

Figure 2-13  Connect to the Target - |

7. Specifies the destination location for backup data storage

Backup

Add Backup Task L

Select

Destination Qasm4

€5 Xmirror B QSM4 >

core

TreEmeer L WL |

Figure 2-14

Environment Configuration
©2026 QSAN Technology, Inc. All rights reserved.
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8. Verify that the backup location is set correctly
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S < |l Backup
_—
Add Backup Task
. Enter the remote backup task name Ban ¢ the
i Cloud Backup al
Task Name QSM3toQSM4
€5 Xmirror
USE Select backup source and destination ‘
<= SB Backup
Source (localhost) Qsm3/
Log
Destination(Rsync) Qsm4
coce .
Offline
Figure 2-15  Backup Task
9. Set a backup schedule
< | N Backup
A ——
Add Backup Task

kup task schedul

-

9, Cloud Backup

® Manually
€ Xrirr
- Xmirror ) Real time

- USB Backup ) Schedule
og
”
Offline

Environment Configuration

©2026 QSAN Technology, Inc. All rights reserved.
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10. Confirm the Settings again
| I Backup
Add Backup Task

Task summary 3
Task Name QSM3toQSM4

S T Replicati

o ype eplication

b Source (localhost) QsMm3/ '
Destination (Rsync) QsM4
Schedule Manually
s
Figure 2-17  Check the Task Summary

11. Select a backup job and start executing it

QSO0 (<[>

| ] Backup
@ sropsher
Remote Backup Target et Task list of Rsync
@4 Cloud Backup m Add tasks to define backup source target and destination location. You can choose scheduling on the task.
Add
& Bt I QOE06 0
’ Task Name Source(localhost) Destination(Rsync)  Schedule Status
- USB Backup \
® Rsync QSM3toQsM4 v/QSM3/ » QSM4 Disable Ready
i Log
® Online
Offline
Figure 2-18  Operate the Backup Task
Environment Configuration Official OSAN
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12. Viewing backup progress

Q0O (<[> (IO Backup
3 Target li
33 Remote Backup arget ligt Task list of Rsync
@4 Cloud Backup m Add tasks to define backup source target and destination location. You can choose scheduling on the task.
Add g 1 23 El E
5 B L OE0aE
’ Task Name Source(localhost) Destination(Rsync)  Schedule Status
& USB Backup
®Rsync QSM3toQSM4 v/QSM3/ =» QSM4 Disable - 22
£ Log
® Online
Offline

Figure 2-19  Check the Backup Status

13. Verify that all data is backed up on windows.
= 1= Manage demo (\192.168.195.1) (Z:) - [m} X .

Home Share View Drive Tools
VOO (<] > Ll . v 4 = > [ThisPC > demo (\192.168.195.1) (Z:) «|®| | Search derho (\\192.168.195.1... ©

~

Date modified Type Size
461,988 KB

» Name

[7] QSAN_QSM-APL_3.5.1_202408211400.bin 24/09/2024 15:27 BIN File

I Desktop »
‘ Downloads
Documents
Cloud Backup &= Pictures »
Xmirror 4 8008

== demo (\\192.168 .
USB Backup | mooer
. New folder %

@ Snapshot

Remote Backup

A OP

Log
@, OneDrive - Persor
[ This PC
M 3D Objects
[ 192.168.30.101
I Desktop
Documents
¥4 Downloads
| mooer
D Music
[&=] Pictures
@ Videos
‘i Windows (C:)
-_—

- acm? NA\1Q2 1A

Figure 2-20  Check the data Status
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3.1. Conclusion

By implementing an Rsync backup strategy between QSM 3 and QSM 4 operating systems,
enterprises can effectively enhance their data protection capabilities, ensuring swift recovery of
business operations in the face of disasters and data loss. This solution not only offers an
efficient backup and recovery mechanism but also reduces operational risks through
automation and optimized configuration. As data volumes continue to grow, building a flexible
and efficient backup strategy will become a crucial component of enterprise information
technology management.

Conclusion
©2026 QSAN Technology, Inc. All rights reserved.
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4.1. Apply To

= XCubeNXT Series
= XCubeNAS Series
= QSM4
= QSM3

4.2. Reference

Software Manual

=  (QSM4 Software Manual

=  (QSMS3 Software Manual

14 Appendix
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