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Table 3-1  Storage Options to Enhance VM Performance
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Information contained in this document has been reviewed for accuracy. But it could include
typographical errors or technical inaccuracies. Changes are made to the document periodically.
These changes will be incorporated in new editions of the publication. QSAN may make
improvements or changes in the products. All features, functionality, and product specifications
are subject to change without prior notice or obligation. All statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee
that these measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary. Users
of this document should verify the applicable data for their specific environment.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All these names are fictitious and any similarity to the names
and addresses used by an actual business enterprise is entirely coincidental.

Notices
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Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

= Via the Web: https://www.qgsan.com/technical support

Via Telephone: +886-2-77206355

= (Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

= Via Skype Chat, Skype ID: gsan.support

=  (Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)

= Via Email: support@gsan.com

Information, Tip, and Caution

This document uses the following symbols to draw attention to important safety and
operational information.

INFORMATION

INFORMATION provides useful knowledge, definition, or terminology for
reference.

TIP
TIP provides helpful suggestions for performing tasks more effectively.

Preface
©2024 QSAN Technology, Inc. All rights reserved.
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CAUTION

CAUTION indicates that failure to take a specified action could result in
damage to the system.
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1.1. What is Proxmox

Proxmox VE (Virtual Environment) is a complete, open-source server management platform for
enterprise virtualization. It tightly integrates the KVM (Kernel-based Virtual Machine)
hypervisor and LXC (Linux Containers), software-defined storage and networking functionality,
on a single platform. With the integrated web-based user interface you can manage VMs
(Virtual Machines) and containers, high availability for clusters, or the integrated disaster
recovery tools with ease.

Proxmox fits the SMB (Small and Medium-sized Business) the best, which requires the IT
infrastructure for virtualization solutions that have been dedicated. Also, its intuitive GUI
(Graphical User Interface) gives the way for the centralized management of VMs, how the
network is set, and how high the features are available. Proxmox allows SMBs to design the tool
according to its open-source nature and what fits them while avoiding vendor lock-in.

X PROXMO X vinual Emvionment 8,00 <--:c: Pl o create vt | © cremscr | &
Server # | Datacenter © Help
Healt c
Status. Nodes Ceph Virtual Machines LXC Container
105 (Rociys) © Rumning 2 © Running 0
106 (Arch) e + Online 5 Stopped 2 Stopped 6
107 (Amatinar) ofine 0
(53 100 (Ubuntu-23.04) (R
Clustor:demockstr Quorate Yes HEALTH oK
3 201 (winz0) (D -
Res N
Name | 10 | onine | suppor Server Adcress gt
cpu Memory storage
& APITokens e 1 v Communiy y 192168680 319 53 o03:27:11
2 Tuo Facir o 2 v 192168681 o osarso
& orous pe. 3 v - 192.168.82 3 a« os1748
< v 192160683 ) osa739
® Pools 0, 0, 0, L
. 9% 35% 39% e 5 v 192108084 - 25 osaraa
@ Reams 0f 10 CPU(S) 18.78 GIB 01 54.26 GIB 71878 of 18.45 TIB
@ HA
# ACME cripti
0 Firew: No Subscription
a0 et
© oo
< Support
You haveat east one o without subscrp
Custeriog
wn21ioss2  unziiioras snetl ox
wnziuozzs  wnziuozzs W00 st oK
wn2wezzs  onziiozez VM100-Migrae ox
u a

n 21110207 un 21 11:02:18 VM 101 - Start oK
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In this chapter, we will demonstrate how to use XEVO and QSM to create storage in a Proxmox
VE environment to deposit VMs. We will also introduce how to create storage using iSCSI / SMB
/ NFS protocols in the following chapters.

2.1. Recommended Storage

1. Use XCalc. tool on the QSAN website to obtain recommended storages.
2. Enter the Total Usable Capacity Required and the desired RAID Level.

XCalc.

Input your parameters to estimate the necessary quantity of disks and find the most suitable products to support your unique environment.

@ Total Usable Capacity Required

10

@ Single Drive Size

1

@ RAID Level

RAID 5

3. Select the Virtualization option.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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Find Out Your Suitable Storage

Total Usable Capacity XCubeFAS XF3126  Proposal Details

Disk Required: 13 Configuration Highlights

Usable Space: 11 TB - ps-evel latency

11000 - Virtualization ready
- 99.9999% high availability
- Dual active controller

Select Your Plan HEAD : XF3126 x1 660000

O Best Price-Performance

O Best Cost-Efficiency

9 T XCubeSAN XS5324  Proposal Details v

O Surveillance
O Backup Configuration Performance Highlights
O File Sharing - Auto tiering
8938 - Support MPIO
- Support SED

O Education Industry 804375

4. Select the model and click the Proposal Details button to view more.

XCubeNXT XN8124  Proposal Details v

Configuration Highlights

- Auto tiering
7597 - Support CIFS /iSCSI / NFS
- Support SED

HEAD : XN8124 x1 683719

5. If necessary, click the Export the Result button to export the report.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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Find Out Your Suitable Storage

The Configuration for the Total Capacity:
Total Usable Capacity Required: 10 TB
Sing e:1TB

RAID Level: RAID 5

Total Usable Capacity
Disk Required: : 12
Usable Space: : 11 TB

Select Your Plan: Virtualization

Key Features of this Configuration

CPU RAM

XCubeNXT XN8124

Configuration

HEAD : XN8124 x1

1 Units of XN8124

Active-Active Architecture

Application Note

Performance

Throughput(MBps)
7597
OPS

683719

Fullv Rediindant Modular

2.2. Configuration Steps in XEVO

In this section we will provide an example of setting up iSCSI in XEVO.

2.2.1. Environment and Topology

Demonstration Environment
=  Proxmox Server

Data Port IP: 192.168.252.81
= Storage

= Model: XCubeSAN 5326D
Memory: 16 GB per controller
Firmware: XEVO 2.3.3
Data Port IP 1: 192.168.175.31
Data Port IP 2: 192.168.175.32

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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Demonstration Topology

Proxmox Server

10G Switch

2.2.2. Configure iSCSI Settings in XEVO

1. Connect the data port IPs 192.168.175.31 and 192.168.175.32 in XEVO and the installed
Proxmox server to the same switch, and confirm that they can ping each other.

OSAN X=VO | xs3326:060030

Protection Analysi System
Settings Data Ports
Data Port Overview
Slot 1 lot 2 Dnboard
CTRL1 & O
< iSCSI Ports
CTRL Interface Location Port Status. LAG IP Address
| & 1 iSCSI (10Gb) Onboard LANT 1Gb/s N/A 192.168.175.31 |
=] 1 iSCSI (106b) Onboard LAN2 Down N/A 19216821
& 2 iscst (1065) Onboard Lant Down A 192168111

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
Www.gsan.com

CTRL2

Gateway

192.168.2.254

192.168.11.254

Data Encryption

VLANID

N/A

N/A
N/A
N/A

Proxmox Setup Guide
Application Note

nboard
oo.

Jumbo Frame MAC Address

Disabled 00:1378:46:00:32

Disabled 00:1378:d6:00:33

Disabled 00:1378:46:003c

Disabled 00:1378:d6:00:3

Official
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2. Create a pool, a volume, and a host group; then connect the volume to the host group.

©SAN X=VO | xs3326:060030
Storage

= Pools

Pool 01

Pool_01
0.05TB/0.09 TB
Health Good Actual Space 92GB
Status Online Available Space 3268
Controller Controller 1 Provisioning Type  Thick Provisioning
i Disk Groups
£ Volumes
! Volume Name Status Snapshot Space Capacity
olume_01 Online 0MB/0MB 60.00 GB

64% vses
wN Cache Mode Volume Type
Writethrough Cache RAID Volurne

3. Login to the Proxmox VE Web Ul, enter the editing node “pve” network, and configure the
IP address 192.168.175.11/24 and 192.168.175.12/24.

XK PROXMOX virtual Environment 723 search

Server View

=2 Datacenter

Node ‘pve’

Revert Edit Remove

Create
Q Search

Name Type Active
& Summary

ens33 Network Device Yes No

3 Notes

Autostart

Apply Configuratien

VLAN a_
No

Ports/Slaves

Bond Mode

CIDR Gateway Comment

ens35 Network Device Yes

>_ Shell

ens36 Network Device Yes

No
No

192.168.175.11/124
192 168.1756.12/24

2 System

# Certificates’
@ DNs

vmbr( Linux Bridge Yes

@ Hosts
@ Time
i= Syslog
£ Updates
) Repositories
0 Firewall
2 Disks
| LM
O LVM-Thin
™ Direciory
21 ZFS
@ Ceph

3 Replication

No

ens33

4. Apply Configuration tab enables the above settings.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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X PRO > MO X virtual Environment 7.2-3  Search

Server View
£ Datacenter

B ove

Node ‘pve’

Q Search
& Summary
O Notes

_ Shell

f System
= Network
# Certificates
@ DNS
@ Hosts
O Time
= Syslog
£ Updates
(2 Repositories
0 Firewall

Create

Revert Edit Remove Apply Configuration

VLAN a

Type Active Autostart

Network Device  Yes Yes
Network Device Yes Yes
Network Device Yes Yes
Linux Bridge Yes Yes

No
No
No
Noe

Ports/Slaves

ens33

Bond Mode

CIDR

192.168.175.11/24
192.168.175.12/24
192.168.252 81117

Application Note

192168128 254

5. Login to the Proxmox via SSH, and verify that they can ping the XEVO IPs set previously.

6. Go to the Datacenter of the Storage, then click the Add tab and select the iSCSI option.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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X PROXMOX vitual Environment 725 Search

Server View

Datacenter
e | Q Search Add |, Remove Edit

& Summary W Directory Type
3 Notes LM NFS
_ B LVM-Thin
= Cluster I SMBICIFS
® Ceph B NFS iscsl
& Options B SMBICIFS Directory
Backup 2 B iscs|

. B CephFS 4
13 Replication

? B RBD

7 Famedos B ZFS over ISCSI

& Users W ZFS

£ API Tokens Proxmox Backup Server

&, Two Factor

3 Groups

W Pools

# Roles

[@ Realms
o HA
# ACME
U Firewall

i Metric Server

< Support

Content

Disk image. Container

Disk image

Disk image

VZDump backup file, ISO image, Container template

Disk image, Container

Proxmox Setup Guide
Application Note

Path/Target

mnt/pveiProxmox_NFS

mnt/pvelProxmax_SMB

ign. 2004-08.com.storage:storage-000dGa0ab.iscsi. proxmex
ivarflibivz.

7. Enter the ID, Portal IP, and select the Target which you just created. Note that Use LUNs
needs to be unchecked.

Configuration Settings

Nodes: All {No restrictions)
Enable kA
Use LUNs |

ign.2004-08.com.gsan:xf2026-000d50030:dev ctrl

Nodes: All (No restrictions)
Enable: |
Use LUNs O

iqn.2004-08.com.gsan:xf2026-000d60030:dev.ctr2

Add: iSCSI

Backup Retention

1D: SANISCSI

Portal: 192.168.175. 31

Target: iqgn.2004-08.com.qgsan:x
© Help

Add: iISCSI

Backup Retention

ID SANISCSI2

Portal: 192.168.175.32

Target iqn.2004-08.com.gsan:x
© Help

©2024 QSAN Technology, Inc. All rights reserved.
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8. After clicking the Add button, you can go to the storage page to confirm the storage

settings.

XF'HD MO X Virtual Environment 7.2-3 Search

Server View Datacenter

= Datacenter

Q Search
B> pve

& Summary
O Notes
£ Cluster
@ Ceph
& Options
S Storage
Backup
5 Replication
& Permissions
& Users
& APl Tokens
&, Two Factor
3 Groups
® Pools
# Roles
[ Realms
@ HA
* ACME
U Firewall
L Metric Server

< Support

£ Documentation © Create CT

Ada Remove | | Edt
Type Content Path/Target Sha Enabled Bandwidth Limit
Proxmox_NFS NFS Disk image, Container Imntpve/Proxmox_NFS Yes Yes
Proxmox_SMB SMBICIFS Diskimage imntpvelProxmox_SMB Yes Yes
Proxmox_iSCS| iscs! Disk image ign 2004-06.com storage:storage-000d6a0a iscsi proxmox___ Yes Yes
I SANISCSIH iscs! none iqn. 2004-08.com.gsan:xf2026-001 devi.cirl Yes Yes
SANISCSI2 iscs! none ign.2004-08.com.gsan:xi2026-000060030:dev1.ctr2 Yes Yes
local Directory VZDump backup file. ISO image, Container template Warllibivz No Yes
locak-lvm Lvm Disk image, Container Na Yes

9. Connect to Proxmox via SSH and enter the commands to download the multipath-tools.

# apt updat

# apt install multipath-tools

10. Enter the command "fdisk -I" to confirm the mounted iSCSI drive location.

11. Enter the command "iscsiadm -m session" to confirm that there are two sessions.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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12. Enter the command "service multipathd start " to enable multipath function. And use the
command "cd /etc/" to enter the etc directory.

13. Enter the command "multipath -ll" to record the wwid as shown in the picture below, and
when MPIO has not been enabled, the status is active and enable.

14. Enter the command "vi multipath.conf" to edit the MPIO policy.

pefaults {

user_friendly_names yes

}
devices {
device {
vendor "QSANT
f//cat [sys/block/sdx/device/vender
product "XF2826"
f//cat [sys/block/sdx/device/model
path_grouping policy multibus
path_selector "round-robin 8"
failback immediate
rr_weight priorities
no_path_retry 5
rr_min_io 1
¥
¥

multipaths {
multipath {
wwid 3288bB813780e8c48
alias proxmoxl

Configuration Settings
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15. Enter the command "service multipathd restart" to apply multipath.conf setting.
16. Enter the command "multipath -ll" to check MPIO enable successfully. It can be found that
the status of both paths has become active.

17. Back to the Proxmox web Ul, and then go to the Datacenter of the Storage, click the Add
tab and select the LVM option.

X PROXMD X vitual Environment 7.2:3 Search & Docume
Server View Detacenter
3
8 o)
: Q Search £dd emove
& Summary .D"e“ﬁ Type Content Path/Target Shared
CE]
D) Notes = | L T i NFS Disk image, Container /mntipve/Proxmox_NFS Yes
V-Thin 4
22 s = Cluster | s SMBICIFS Disk image ImotipveiProxmox_SMB Yes
255 (sam) Sl B NFs iscsi Disk image ian.2004-08.com storagestorage-000d6a0aG fscsi proxmox  Yes
) Proxmox NFS (pve) | gs Optons B SMBCFS LM Disk imags, Container Yes
= Proxmox_SVE (pve) B Gusiers iscs none iqn 200408 com gsan x72026-000d60030-dev ctrl Yes
) orage
S Proxmox_iSCS (pve) 5 B iscs iscsi none in 2004-08 com gsan +72026-000d60030-dev ctr2 Yes
= ) B Back
SOSANMPO pve) | B Backup B CephFs Directory VZDump backup fle, 10 image, Container template varfiblvz No
- 0 icati “
S SANSCSN (pve) | 13 Replication RED LM Disk image, Container No
= SANISCSI2 (pre) -
= ® o Permissions B 7FS over iSCSI
=local (pre) v
Z(iocat-vm (pve) 0 = W | 7FS
& APITokens [ Proxmox Backup Server
&, Two Factor
i@ Groups
W Pooks
# Roles
@ Realms
@ HA
* ACME
U Firewal

Ll Metric Server

< Support

18. Enter the ID, select the Base storage, Base volume, and enter the Volume group name.
Finally, check the Shared option.

Configuration Settings
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Add: LVM

Backup Retention

1D: SANMPIO Modes: All (No restrictions)
Base storage: SANISCSI (iSCSI) Enable: ]

Base volume: CHOOIDOLUNS Shared: kA

Volume group: SANISCSI_MPIO

Content: Disk image, Container

0 wr =m

19. After clicking the Add button, you can go to the storage page to confirm the storage
settings.

X PROXMOX vitia envronment 723 52 8 Documenaton
Server View Node ‘pve O Revoot | Shutdown | > Snel i BukActons - @ Help
£ Datacenter
i - Q Search 2 Reload | Create: Volume Group No volume group selected = More
100 (Test1) & Summary Name Number of LVs Assigned to LVs Size Free
Jg; ue[s'? LS B 10 0 0% 644208 644268
b E‘;:u OWSSeNETE ,_ Shel & Idevimapperiproxmoxi 0% 644268 644208
s - = pve 4 e 2u08 52368
) Proxmox NFS (pve) | = Network & ldevisda3 88% 24168 52368
E.ﬂ memaxﬁSMB (pve) # Certificates
S Proxmox_iSCSI (pve),
=[] SANMPIO (pve) ous
S SANISCSI (pre) Q@ Hosts
S SANISCSI2 (pve) © T
Sflocs! (pre)
E(locatm (pve) B Syshg
2 Updates

) Repositories
U Firewall
& Disks
O LVM-Thin
W Directory
5 7S
@ Ceph
3 Replication
[ Task History
@ Subscription

20. Click the Create VM button at the upper right corner. Now you can select the storage
setting in the Disk tab to create a VM.

Configuration Settings Official
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X PROXMO X vitual nvironment 7.2:3 search
Server View Datacenter
£ Datacenter

B e Q Search Add

8 Summary 1
D Notes
£ Cluster local
@ Ceph

© Options

local-vm

£ Storage
Backup
5 Replication
o Permissions
& Users
& APITokens
@, Two Factor
& Groups
® Pools
# Roles
@ Realms
@ HA
# ACME
© Firewall
Ll Metric Server
< Support

Type

Proxmox_NFS NFS

Directory
wm

Create: Virtual Machine

General

scsil

03

System

I EX sanduicn

Bus/Device:

SCSI Controller:

Storage:
Disk size (GiB):

S5D emulation:
10 thread:

Read-only:

© Help

2.3. Configuration Steps in QSM

Proxmox Setup Guide
Application Note
PR [ Gresten || © crestecr | & rooiagan - |

© Heip

In this section we will provide an example of setting up iSCSI in QSM.

Configuration Settings

©2024 QSAN Technology, Inc. All rights reserved.
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Content Path/Target Shared Enabled Bandwidth Limit
Disk image, Container /mnt/pve/Proxmox_NFS Yes Yes
VZDump backup file. ISO image, Container template Ivarlibvz No Yes
Diskimage, Container No Yes
®
CPU Mlemory letwor
SCsl 0 Cache: Default (No cache)
VirtlD SCSI1 Discard: [
SANMPIO
Name | Type Avail Capacity
Proxmox_NFS nfs 0B 0B
Proxmox_SMB cifs 0B 0B
Proxmox_iSCSI iscsi 0B 0B
=
| sanvPio lvm 644268 644268 |
local-lvm vm 523GB 42.41 GB
Official
Document
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2.3.1. Environment and Topology

Demonstration Environment
= Proxmox Server

Data Port IP: 192.168.252.81
= Storage

=  Model: XCubeNXT 8126D
Memory: 16 GB per controller
Firmware: QSM 4.0.1
Cluster IP: 192.168.138.109
Private IP 1: 192.168.175.41
Private IP 2: 192.168.175.42

Demonstration Topology

Proxmox server

106G switch

B

Cluster IP
192.168.138.109

Private IP

192.168.175.41

192.168.138.102

| 192.168.138.101

192.168.175.42

XCubeNXT

Configuration Settings Official
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2.3.2. Configure SMB / CIFS Settings in QSM

1. Create a share folder named "Proxmox_SMB".

QSAN XN5116-D48838

(49) Dashboard
% Storage
T2 Shares

olo Hosts

@ Protection

E Meonitor ~
Ss  Accounts v
@ System v
Eh Motification ~

2. Create a Share Host.

2 Shares v a Proxmox SMB

3 items

H 103.6 MB / 10.0 GB
Pool_01 » Proxmox2

Proxmox SMB

CZ Permission

m User Domain: | Local

MName

Administrator_Group

Application Note

3. Login to the Proxmox VE Web Ul, and go to the Datacenter of the Storage, then click the
Add tab and select the SMB/CIFS option.

Configuration Settings
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x PRO MO X virtual Environment 7.2-3  Search

Server View Datacenter
3
B poe 1 Q Search Add Remove  Edit
100 (Test1) & Summary B Directory
101 (test2) O Notes = LM
102 (WindowsServerz B LVM-Thin
£ Cluster
222 (test) = BTRFS
255 (sam) @ Ceph B NS
%) Proxmox_NFS (pve) g Options B SMBICES
4
£ Proxmox_SMB (pve) S B Clusterrs
£, Proxmox_iSCS| (pve) I_I
= Backup 2 B iscsi
Z[]SANMPIC (pve) = p B cophfs
SANISCSI1 (pve) +3 Replication B Rep
SANISCSI2 (pve) & Permissi
local (pve} ermissions B ZFS over iSCSI
£ ([l local-vm (pve) & Users = ZFs
& API Tokens Proxmox Backup Server
@, Two Factor
& Groups
W Pools
& Roles
@ Realms
® HA
# ACME
U Firewall

Ll Metric Server

< Support

Type
NFS
SMBICIFS
isCS!

VM

iscsl
iscsl
Dirsctory
VM

Proxmox Setup Guide
Application Note

Content Path/Target
Disk image, Container Jmntipve/Proxmox_NFS

Disk image Jmnt/pve/Proxmox_SMB

Disk image iqn.2004-08.com.storage:storage-000d6alat:iscsi. proxmox
Disk image, Container

none ign 2004-08 com.gsan:xf2026-000d60030:dev1 ctri

none ign.2004-08.com.qsan:xf2026-000d60030:dev1.ctr2
VZDump backup file, ISO image, Container template varflibivz

Disk image, Container

4. Enter the ID, Server IP (i.e. cluster IP), Username, Password, and select the Share folder

you just created.

Add: SMBICIFS

Backup Retention

ID: Proxmox_SMB
Server: 192.166.138.109
Username: admin
Password: sese

Share- | |

Proxmox_NFS
© Help Proxmox_SMB

UserHome

UserHomes

ft1

ft2

®

MNodes: All (No restrictions)
Enable kA
Content: Disk image
Domain:

nced [ |

5. After clicking the Add button, you can go to the storage page to confirm the storage

settings.

16 Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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x PRO > MO X virtual Environment 7.2-3 Search

Server View

E8 Datacenter

[

Datacenter

Q Search

8 Summary
D Notes

= Cluster

@ Ceph

& Options

= Sstorage
Backup

3 Replication
o Permissions

& Users

& APITokens
@, Two Factor

& Groups
® Pools
# Roles
@ Realms

@ HA

& ACME

U Firewall

Lad Metric Server

< Support

Proxmox Setup Guide
Application Note

© Help

Add Remove  Edit
1D ] Type Content PathTarget Shared Enabled Bandwidth Limit
Proxmox_NFS NFS Disk image, Container ImntipvelProxmox_NFS Yes Yes
Proxmox_SVB SWBICIFS Disk mage mntipvelProxmox_SMB Ves Ves ]

Tocal Directory VZDump backup file, ISO image, Container template Ivarfibivz No Yes
focal-vm wm Diskimage, Container No Yes

6. Click the Create VM button at the upper right corner. Now you can select the storage
setting in the Disk tab to create a VM.

Create: Virtual Machine

General

© Add

scsil

@ Help

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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0os

i)

System QUEGE CPU Memory Network Confirm
DY Bandwidth

Bus/Device: SCSI v 0 Cache: Default (No cache)

SCSI Controller:  VirtlO SCSI Discard: O

Storage: Proxmox_SMB

Disk size (GiB): | Mame | Type Avail Capacity

Format: Proxmox_NFS3 nfs 107.37 GB 107.37 GB
I Proxmox_SMB cifs 107.37 GB 107.37 GB

local-lvm Ivm 523GB 4241 GB
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Document



18

2.3.3. Configure NFS Settings in QSM

Application Note

1. Connect the cluster IP 192.169.138.109 in QSM and the installed Proxmox server to the
same switch, and confirm that the IP addresses of QSM can be pinged.

2. Create a share folder named "Proxmox_NFS".

QSAN XN5116-D48B38

Dashboard

R

o

Storage
C2 Shares
ols Hosts

F\;] Protection

Maonitor v
(% Accounts A
(&) system ~
,E%Z General
@ Network

3. Add the IP address of Proxmox server to the NFS host.

2 Shares

Proxmox NFS

2 items

Proxmox NFS
H 103.6 MB / 10.0 GB

Pool_01 > Proxmox

CZ Permission

Group User Domain:  Local

Name

Administrator Group

4. Login to the Proxmox VE Web Ul, and go to the Datacenter of the Storage, then click the

Add tab and select the NFS option.

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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XDRUXMGXWmal Environment 7.2-3 Search

Server View

Bb pve 1
100 (Test1)
101 (tesi2)
102 (
222 (test)
255 (sam)

£ Proxmox_NFS (pve)
£, Proxmox_SMB (pve)
% Proxmox_iSCS (pve
=[] SANMPIO (pve)
ANISCSI1 (pve)
SANISCSI2 (pve)

local (pve)

= [ local-lvm (pve)

WindowsServerz

Datacenter

Q Search
B Summary
[J Notes
= Cluster
@ Ceph
£ Options
S Storage
Backup 2
13 Replication
o Permissions
& Users
8 APl Tokens
@, Two Factor
& Groups
W Pools
# Roles
& Realms
«® HA
* ACME
U Firewall
lil Metric Server

< Support

B Directory
= LM
B LVM-Thin

SMBICIFS 4
GlusterFS

iSCSI

CephFS

RBD

ZFS overiSCSI

ZFs

Proxmax Backup Server

i}

Type
NFS
SMBICIFS
iscsl

LvM

iscsl
isCsl
Directory
LVM

Content

Disk image, Container

Disk image

Disk image

Disk image, Container

none

none

VZDump backup file, SO image, Container template

Disk image, Container

Proxmox Setup Guide
Application Note

Path/Target
Imnt/pve/Proxmox_NFS
Imnt/pve/Proxmox_SMB
iqn 2004-08 cam storage:storage-000d6a0ak iscsi proxmox

ign 2004-08 com qsan xf2026-000d60030:dev1 ctri
ign 2004-08 com gsan xf2026-000d60030:dev1 ctr2

Ivarlliblvz

5. Enter the ID, Server IP (i.e. cluster IP) and then select the Export folder you just created.
Finally, select the default Content as “Disk image”.

19 Configuration Settings

Add: NFS
Backup Retention
ID: Proxmox_NFS
Server: 192.168.138.109
Export:
Content Disk image
© Help
Add: NFS
Backup Retention
ID: Proxmox_NF3
Server: 192.168.138.109
Export: | |
Content: Infs-share/Proxmox_NFS
© Help

©2024 QSAN Technology, Inc. All rights reserved.
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Nodes: All (No restrictions)
Enable: EA
Advanced [] |
®
Nodes: All (No restrictions)
Enable: A
Advanced [] |
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6. After clicking the Add button, you can go to the storage page to confirm the storage

settings.

x PROX MO X Virtual Environment 7.2-3 Search

Server View

&5 Datacenter
Bb pve

100 (Test1)
101 (test2)
102 (WindowsServer?
222 (test)
255 (sam)

=[] Proxmox_NFS (pve)

Shlocal (pve)

S [locakvm (pve)

Datacenter

Q Search
& Summary
O Notes
£ Cluster
® Ceph
& Options
£ Storage
Backup
43 Replication
& Permissions
& Users
& APITokens
@, Two Factor
% Groups
® Pools
# Roles
@ Realms
® HA
# ACME
© Firewall
sl Metric Server
© Support

Py o oo o [ © cosecr

© Help

Bandwidth Limit

Adg Remove  Ed
D] Type Content PathiTarget Shared Enabled
|_Proxmox nFs NFS Diskimage. Container /mntipve/Proxmox _NFS Yes Yes
ocal Directory VZDump backup file, IS0 image. Container template Narllibivz No Yes
Tocal-vm wm Diskimage, Container No Yes

7. Click the Create VM button at the upper right corner. Now you can select the storage
setting in the Disk tab to create a VM.

Create: Virtual Machine

General 0OS

sesil i

© Add

© Help

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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System

Disks

Disk

Bus/Device:
SCSI Controller:
Storage:

Disk size (GiB):

Format

CPU  Memo

Bandwidth

scsl
VirtlO SCSI
Proxmox_NFS

Name |

Cache:
Discard:

Type

| Proxmox_NFS

nfs

local-lvm

lvm

Default (No cache)

|

Awail

107.37 GB
523GB

Capacity

107.37 GB

42 41 GB

(679

Advanced [ ]
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2.3.4. Configure iSCSI Settings

Proxmox Setup Guide
Application Note

in QSM

1. Connect the private IPs 192.168.175.41 and 192.168.175.42 in QSM and the installed

Proxmox server to the same switch, an

QSAN XN5116-D48B38

B

Dashboard
i Block Host v

oo

Storage

18]

Shares

Hosts
iSCsl Proxmox_iSCSI

© P

Protection

[+

Monitor ¥

Accounts ¥

flo

[

System v

m

% Notification ~

d confirm that they can ping each other.

Proxmox_iSCSI #

& Host
00 Target

E Connected Volume ( Lun )

Lun ID Volume Name Capacity

0 Proxmox_iSCSi 10.0 GB

2. Create atarget and connect to a volume, and note the IQNs of the controller 1 and

controller 2.

53 Block Host v ame Proxmox_iSCS| &

L3 Host

ﬁg Target
iSCSI Proxmox_iSCSI

Controller  Target Host

iqn.2004-08.com.gsan:xn5116-

ign.2004-08.com.gsan:xn5116-
000d48b38:dev2.ctr2

E Connected Volume ( Lun)

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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v

£ Edit Interface

Interface

LANT, LANZ2, LAN3, LAN4, LANS

LANT, LAN2, LAN3, LAN4, LANS
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Application Note
3. Since the following configuration will be the same as iSCSI setting in XEVO. Please refer to
the Step 3 to Step 20 in the Section 2.2 Configuration Steps for XEVO to create a VM
through QSM iSCSI.

2.4. Configuration Steps for Cluster with NFS

In this section, we will demonstrate setting up a demo using three Proxmox hosts and an
unified storage to establish an NFS share. This NFS share can then be mounted to a Proxmox
cluster environment for deploying Linux or Windows VMs. The setup is designed to showcase
the application of VMs with redundancy features, providing insights into achieving HA (High
Availability) and efficient data management in a virtualized infrastructure.

2.4.1. Environment and Topology

Demonstration Environment
=  Proxmox Server

= Model: 3 x ASUS Server
OS: Proxmox VE 8.1.4
Server 11P: 192.168.203.220
Server 2 I1P: 192.168.203.222
Server 3 1P: 192.168.203.223

= Storage

= Model: XN5116S
Memory: 16 GB per controller
Firmware: QSM 4.0.2
Data Port IP: 192.168.195.1

Configuration Settings
©2024 QSAN Technology, Inc. All rights reserved.
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Demonstration Topology

Proxmox Server1 Proxmox Server2 Proxmox Server3

192.168.203.222

192.168.203.223

192.168.203.220

Switch

192.168.195.1
XN5116S
_____§ F N
[ § F ¥ @
5 §F K
I D D

Figure 2-37 Demonstration Topology for HA

2.4.2. Configuration Storage

1. Create a pool and a file volume, then create and add an NFS share to the shared host.

QSAN XNS1165-D48238

Dashboard

2 Shares v Name proxmox
=
= Storage + 4items
745.9 MB / 100.0 GB 1%
C3 shares Normal
Location Pool 03 > Volume_08
2. Hosts RSYNCW
@ erotection Rsyncm z
Descript
Monitor v RsyncO
BSe Accounts v proxmox
C2 Permission v
(] system v
Eh notification v
Name Permission
Administrator_Group Read/Write L
User_Group Read/Write "
2. Connected Hosts >

Figure 2-38 Create a Pool and a NFS shared

Configuration Settings Official
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2.4.3. Configuration Proxmox

1. Visit one of the Proxmox servers and navigate to the Cluster menu to create a cluster.

X PRO MO X virtual Environment 8.1.4 Search

Server View # Datacenter
 ETTTET R E—
uster Information
o pret Q, Search
£2% localnetwork (pved) g s Join Information Join Cluster
%D local (pved) ummary
= [Jlocal-vm (pved) [ Notes Standalone node - no cluster defined
Cluster Nodes
® Ceph MNodename
£+ Options
£ Storage
Backup
13 Replication

' Permissions
& Users
& API Tokens
&; Two Factor
& Groups
W% Pools
i Roles
[&} Realms

2. Enter a cluster name and select a cluster network.

Create Cluster ®
Cluster Name: testcluster
Cluster Network: | ) iy | g 192.168.203.223

m Multiple links are used as failover, lower numbers have higher priority.

3. After creating the cluster, click the Join Information tab.

Configuration Settings Official
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Application Note

X PROX MO X virtual Envionment 5.1.4 search

o Permissions
& Users
& APITokens
& Two Factor
48 Groups
‘W Pools
# Roles
@ Realms
@ HA
& SDN
£ Zones
& VNets
& Options
F IPAM

- acuE

4. Click the Copy Information button to copy the join information.

Cluster Join Information

Copy the Join Information here and use it on the node you want to add.

IP Address: 192.168.203.220

Server View 2 Datacenter
oy Cluster Information
Q Search
G} 100 (NFS) Ja—— Create Cister Join Cluster
£ localnetwork (pve)
= NFS (pve) O Notes Cluster Name: test Config Version: ~ 4 Number of Nodes: 2
Elocal =
Eliocal pve) Cluster Nodes
= [locat-vm (pve)
B pve3 @ Ceph Nodename D1 Votes Link 0
£ localnetwork (pve3) % Options. pve 1 1 192.168.203.220
%; NFS (pve3) £ Storage pve3 2 1 192.168.203.222
=[] local (pve3) s
= Backu
= [Jlocal-vm (pve3) 2
13 Replication

PE el = cesows [© creaocr

© Help

)

Fingerprint: 20:3F-BE:GAEC:4D:D2:AD:A51E:0F 4F-2D:41:C2:D3:30:59:8A:AC:68:F2:7B:46:0C:CAF9:91:BA:B9:36:4B

Join Information:

Copy Information

5. Navigate to the other Proxmox server you want to join the cluster and click the Join Cluster

tab.

Configuration Settings Official
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XPRDXMOXWmal Environment 8.1.4 Search

Server View & Datacenter

Cluster Information

Eo pved

Q, Search
£51 localnatwork (pvad) Creale Cluster  Join Information | Join Cluster
& Summary

local (pved,
P!
= ]local-lvm (pved) [J Notes Standalone node - no cluster defined

Cluster Nodes
@ Ceph
£ Options
£ Storage

Nodename

Backup
13 Replication
o' Permissions
& Users
& APl Tokens
&, Two Factor
4 Groups
W Pools
# Roles
[&} Realms

6. Paste the Joining Information and enter the password of the cluster node to successfully
join the cluster.

Cluster Join

| Assisted join Paste encoded cluster join information and enter password

o OjloxOkJBOKISOM20{R CliicGVickxpbmizlipTHAIQilxOTIuMTY ALjhwhy 8yMjA#SwicmiuZ 19hZGRy lipblE 5Midx
NiguMjAzLjiyMCJALCJ0b3RIbSIGeyJsal5rX2 IvZGUIONWYXNzaXZlimiY 2 1cIRISUYWllpidGVZCIsimiy o
bmZpZ 192X JzaWSuljoiNClsinNIY2F 14GgiOilvbilsinZicnNpb24i0ilylviaX BdmVy c2vbilbimbwdjQiNilsimudG
VyZmFiZSI6eylwljpTimxpbmtudW1ZXIiOilvin1 $iX0= N

Peer Addrass 192 168 203 220 Password srened % |
Fingerprint 20 3F BE 6AEC 4D D2:AD:AS:1E OF 4F 20:41.C2D8 8059 8AACE8F27B4 ©  This field is required }
Cluster Network. 140y @ 1P rescbved by node’s hostname peer's link a.dcmswsz 168203220

o veo

7. Repeat steps 5 and 6 on the Proxmox server that is not yet in the cluster. Once added, the
settings will look like the image below.

Configuration Settings Official
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X PROXMO X vinual nvironment 8.1.4 scarch & Documentaton |
Server View % Datacenter
E% Datacenter (test)
B oo Cluster Information
P Q Search
B pve3 Create Cluster  JoinlInformation | Joi Cluster
B ovet & Summary
O Notes Cluster Name:  test Config Version: 5 Number of Nodes: 3
£ Cluster Cluster Nodes
 Ceph Nodename D1 Votes Link 0
% Options pve 1 1 192.168.203.220
£ storage pve3 2 1 192.168.203.222
Backup pved 3 1 192168203 223
2 Replication

o Permissions.

& Users

& APITokens
&, Two Factor
& Groups
W Pools

# Roles

[@ Realms

8. Go to the Storage menu of the datacenter and create an NFS share.

X PROXMOX vinva nvionment 614 e 2 Decumentzion

Server View @ Datacenter 9 Hep
=
B QS B Drect -
B o3 e oy Type Content PathTarget Shared Enabled Banduidih Limit
il B W
B pret O ots & LA Directory VZDumg backup fle. 1S0 image, Container template Frarlibivz No Yes
W BTRFS LVM-Thin Disk image, Container No Yes
& Cluster
ENE
ac =
" MBICIFS
9 Cpbar B Gustrfs
R as
Batkup B Cephfs
B Regliztion A R
& P B 2FSoveriSCSI
i
B ZFS
i Lars | Proxmox Backup Server
£ APi Tokens
@, Two Factor
& Groups
% Pools
¥ Roles
[a} Realms

9. Enter the ID and storage IP in the server fields, then select the NFS share you created in the
export options.

Configuration Settings Official
©2024 QSAN Technology, Inc. All rights reserved. Document

Www.gsan.com



Add: NFS

Backup Retention

D NFS
Server 192.168.195.1
Export Ishare/praxmox
Content Disk image

© Help

Nodes

Enable

All (No restrictions)

Proxmox Setup Guide
Application Note

— i

10. After the setup is complete, make sure that all nodes have NFS storage.

XPRDXMDXWW&U Search

Server View ¥ Datacenter
BB o ) M8 Remoe Edt
B pe Q Search
32 localnetwork (pve) D Type
8 Somay =
£ (]local (pve) O Notes o i
Sllcaimipn) & Clster locakhm W n:;
B 0 e
2 localnetwork (pve3)
0 o
(] local (pred) £ Storage
£ Jlocakvm (pre3)
= B Backup
| Bt .
23 localnetwork (pved) B Repication
SIINFS (pred) o Pemissions
£ Jlocal (pred) 8 Users
E]locakhm (pred) 2T
ens
@, Two Factor
& Groups
® Pools
# Roles
@ Realms

11. Create a VM using NFS storage.

Configuration Settings
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Content

Disk image

VZDump backup file, 1SO image, Container template
Disk image, Container

PathTarget

Imntpve/NFS
arlibivz

Yes
No

8 o
© Hep
Shared Enabled Bandwidth Limit
Yes
Yes
Yes

No
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Create: Virtual Machine ®

General 05  System [EA CPU o leon Con

scsil

WV EY  Bandwidth
Bus/Device: scsl v|o 7 cache Default (No cache)
SCSI Centroller  VirtlO SCSI single Discard |
Storage | NFS v | 10 thread %]
Disk size (GiB): | 200 %
Fommat: QEMU image format -

Figure 2-49 Create a VM

12. After the VM is created, the HA status is displayed as None, indicating that the HA function
has not been enabled on the VM.

8 Summary
s Conscle
o . testnfs Nates
e i Stns stopped
© Options [ Rasae none |
B Task History A Node pre
o 8 CPU usage 000% of 1 CPU{S)
8 Badup = Memory usage 000% (08 0f 200 GiB)
- Raplicstion & Booldisk size 20000 GiB
D Snapshots
=IPs Na Guast Agent canfigured
0 Firewall
o Permissions

Configuration Settings
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13. Navigate to the Groups submenu and create a group.

Create. HA Group

D test restricted O
nofailback
Comment
u Node | Memory usage % CPU usage Priority
1 pve 45% 0.3% of 8 CPUs
L pved 40% 0.2% of 12 CPUs
1 pved 43% 0.2% of 12 CPUs

o s

14. Then, go to the HA menu, add a VM, and select the group you just created.

Add. Resource: Container/Mirtual Machine

M 100 X Group test
Max_ Restan 1 Request State stanted

Max Relocate 1

Comment

oo [ |

Configuration Settings Official
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15. Finally, you can see that the HA status has changed to Started.

‘ & Summary Hour (average)
> Console a
Q@ Hardware testnfs (Uptime. 0000 18) Notes
& Cloud-Init -

i Status running
© Options [@ FAsute started, Group test_|
& Task History A Node pre
& Wik i CPU usage 04% of 1 CPUs)
8 Bacp & Memory usage 163% (3331 M of 2 00 GiB)
O Rapicalon © Bootdisk size 20000 GiB
D Snapshots
=IPs No Guest Agent configured
0 Firewall
o Permissions
JPU usage @ CPUusage
30
4 | [N s A
2% / / | v
| /
2 Z=N [
215
10
5

0 -
2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024032
IRRIAN  RAANN_ 1GANNAN  1GAANN  1GARNAN 1617200 1GIANN  1GINAN 1G24NN  1GIRAN  1G32NN  1G3RAN  1GANNN G AANN  1GARNN  1GRIAN  1GRANA 200000

2.4.4. Test Result

In this section, we will demonstrate the process of VM migration and failover. This phase is
critical to verify the seamless transition of VM in the environment, ensuring they remain
functional under a variety of conditions.

1. Before testing, you need to unmount the ISO mounted on the VM in the Hardware menu.
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& Summary Add Remove Edit Disk Actior Reve
> Console B Memory 200 GiB
L4 Hardware @ Processors 1 (1 sockets, 1 cores) [x86-64-v2-AES]
& Cloud-Init & BIOS Default (SeaBIOS)
£ Options &2 Display Default
Machine c-i440f:-8.1

E Task History % i

£ SCSI Controller VirtlO SCSl single

Monits
R R 5 Hard Disk (ide0) NFS-101/vm-101-disk0 qeow? size=100G
Hatadp CD/DVD Drive (ide2) nene media=cdrom
13 Replication = Network Device (net0) 21000=BC:24:11-A0:C627 bridge=vmbrD firewall=1
9 Snapshots - .
s Edit: CD/DVD Drive ®

U Firewall
& Permissions () Use CD/DVD disc image file (iso)

() Use physical CO/DVD Drive

(® Do not use any media

o ] e

Figure 2-54 Unmount ISO

2. Go tothe VM console, click the Migrate button, and select the node to move to.

& Summary

»_ Console

Hardware Press Ctrl+Alt+Delete to sign in.
Cloud-Init

Options

Task History

@ m = ¢ 0

Monitor

i}

Backup

Replication

[T

Snapshots
Firawall Migrate VIV 101

L a

Besmissions Source node: pve Target node:

Mode: Online

| & e |

[ - |
Friday, March 29

Figure 2-55 VM Migration Step 1
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3. After the migration is complete, verify that the ownership of the VM has been transferred

to the designated node.

& Summary

»_ Console

& Hardware Press Ctrl+Alt+Delete to sign in.

& Cloud-Init
& Options
B Task History
@ Monitor
Backup
3 Replication
9 Snapshots
U Firewall

o Permissions

713
Friday, March 29

&

4. You can try to simulate a disaster scenario by shutting down the node that holds the VM.

Configuration Settings
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5. You may notice that the VM does not fail over automatically when the owner node goes
down. At this time, you can adjust the priorities in the HA group, setting the priority of the
failed node to the lowest and the node to be transferred to the highest. The VM then fails
over to the node assigned the highest priority.

Edit HA Group
) fest tricted
nofailback

mmen
Node Memoey usage % CPU usage Priority
pve 00% 1
pved 40% 0.3% of 12 CPUs 3
pved 43% 0.2% of 12 CPUs 5

6. Verify that the VM has successfully failed over to the highest priority node and is
functioning properly.

Configuration Settings
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XPRDXMOXWWMA Search

Server View

£ Datacenter (test)
ope
£ localnetwork (pve)
SNFS (pve)
E{]local (pre)
El]locakhm (pve)
B pved

22 localnetwork (pve3)
SNFS (pre3)
Elocal (pre3)
2 (]locak-vm (pve3)

100 (testnfs)

5 locainetwork (pred)
SONFS (red)

S oca (ed)

S (locathm (pred)

o

Virtual Machine 100 (testnfs) on node ‘pved’ o

& Summary
>.. Console
2 Hardware
& Cloud-nit
@ Options
Task History
® Monitor
8 Backup
5 Replication
D Snapshots
0 Firewall

o Permissions
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testnfs (Uptime: 00 00.06) Notes

i Status running

@ HAStte started. Group test

B Node pred

& CPU usage 45.11% of 1 CPU(s)

£ Memory usage 179% (36 66 Mi8 of 2 00 GiB)

© Bootdisk size 20000 GiB

=IPs No Guest Agent configured
CPU usage

k)

30

2%

2 By
£

o
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8 b

Shutdown ] Migrate

(( at

>.. Console More

Hour (average)

© CPUusage

© Help

2021«0%?9 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 202403-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 2024-03-29 202&5@%—39 202154;129 205“)3—2
195900 200300
v

185900 190300 190700 191100 191500 191900 192300 192700 193100 193500 193900

Figure 2-59 VM Failover
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QSAN storage is an ideal solution for virtualization. Deploying iSCSI / SMB / NFS virtualization
infrastructure using QSAN storage does not require complex configuration. Enjoy stability and
performance, and access QSAN's solutions to optimize your organization's existing IT resources.

Additionally, this document effectively demonstrates the process of setting up a Proxmox high
availability cluster using NFS shares, including configuration and implementation of VM
migration and failover testing. Comprehensive tutorials on setting up a robust and resilient
virtualized environment in QSM are also provided to ensure service continuity and data
redundancy. We also explored various storage solutions and their capabilities to support VMs
under different operating conditions.

Storage Options to Enhance VM Performance

The table below summarizes our findings and provides a clear overview of the maximum
number of VMs that each storage type can support, regardless of latency. This comprehensive
analysis is designed to assist in selecting the most appropriate storage solution based on
specific performance needs and workload requirements, ensuring optimal deployment and
scalability of virtual environments.

ADDITIONAL VMS
NUMBER OF VMS
STORAGE TYPE LATENCY THRESHOLD SUPPORTED UNDER
SUPPORTED
LATENCY
Up to 1,000 VMs (high-
NVMe Storage <100 ps 50+ VMs . .
end configurations)
SAS SSD Storage <500 ps 20~ 30 VMs Up to 300 VMs
Hybrid Drive Storage <1lms 10~ 20 VMs Up to 150 VMs
SAS HDD Storage <50 ms 3~4VMs Up to 15 VMs

Conclusion
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4.1. ApplyTo

=  XEVO firmware 2.3.3 and later

= QSN firmware 4.0.1 and later

4.2. Reference

Document

=  XEVO Software Manual

= (QSM 4 Software Manual

Appendix
©2024 QSAN Technology, Inc. All rights reserved.
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