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The information contained in this document has been reviewed for accuracy. But it could
include typographical errors or technical inaccuracies. Changes are made to the document
periodically. These changes will be incorporated in new editions of the publication. QSAN may
make improvements or changes in the products. All features, functionality, and product
specifications are subject to change without prior notice or obligation. All statements,
information, and recommendations in this document do not constitute a warranty of any kind,
express or implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee
that these measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary. Users
of this document should verify the applicable data for their specific environment.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All these names are fictitious and any similarity to the names
and addresses used by an actual business enterprise is entirely coincidental.
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Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

= Via the Web: https://www.qgsan.com/technical support

Via Telephone: +886-2-77206355

= (Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

= Via Skype Chat, Teams / Skype ID: gsan.support

= (Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)

= Via Email: support@gsan.com

Information, Tip, and Caution

This document uses the following symbols to draw attention to important safety and
operational information.

INFORMATION

INFORMATION provides useful knowledge, definition, or terminology for
reference.

TIP
TIP provides helpful suggestions for performing tasks more effectively.

Preface
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CAUTION

CAUTION indicates that failure to take a specified action could result in
damage to the system.

Preface Official
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In modern virtualized environments, storage performance and scalability are no longer
optional, but fundamental to maintaining application responsiveness and operational
efficiency. NVMe-oF has become a practical and cost-effective approach, providing high-
performance storage using standard Ethernet infrastructure. When combined with enterprise-
class storage platforms such as QSAN all-NVMe arrays, enterprises can build a balanced
architecture that balances performance, reliability, and ease of maintenance.

Within the VMware ecosystem, NVMe-oF enables ESXi hosts to directly access NVMe-based
storage pools hosted on QSAN arrays via TCP/IP networks. This approach eliminates reliance on
dedicated architectures such as Fibre Channel or RDMA, while still providing low latency and
high throughput characteristics suitable for mission-critical workloads.

From an architectural perspective, integrating NVMe-oF with a QSAN dual-controller system
significantly improves high availability and path redundancy. VMware ESXi natively supports
NVMe-oF multipathing, enabling seamless failover between controller paths. With proper
configuration, uninterrupted |I/O operations are ensured even during controller maintenance or
unexpected failures—crucial for enterprise environments.

However, the reality is far more complex than advertised. NVMe-oF performance is highly
dependent on network design and tuning. Factors such as network card capacity (e.g., 25GbE or
higher), proper VLAN segmentation, TCP protocol stack optimization, and correct multipath
configuration all directly impact final performance. Even in high-end systems, poor network
design can create bottlenecks across the entire protocol stack, ultimately resulting in
performance that struggles to surpass traditional iSCSI deployments.

This document outlines best practices for deploying NVMe-oF and QSAN systems in VMware
environments. The goal is not only to achieve optimal performance but also to ensure stability,
scalability, and predictable behavior under real-world workloads, thereby bridging the gap
between theoretical capabilities and actual production results.

Introduction
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This chapter will introduce the relevant storage configurations.

2.1. Environment

Demonstration Environment
= Storage

= Model: XN4226D-4C
Memory: 8 GB per controller
Firmware: QSM 4.1.7
Management Port IP: 192.168. 203.98
CTRL 1 Data Port IP: 10.10.1.10
CTRL 2 Data Port IP: 10.10.1.20

= Server

= Model: ASUS Server
OS: ESXi 8.0
Server IP for management: 192.168. 203.250
Server IP for data: 10.10.1.1

Demonstration Topology

]
|

Configure Steps
©2026 QSAN Technology, Inc. All rights reserved.
Www.gsan.com



2.2. Configure Storage

1. Login to the user interface using the admin account. Then create a pool, volume, and an

NVMe-oF host group.

£ Pools v Name Pool_01 &
+ 1items
Capacity D 500.0 GB/10.4TB
® Pool 01

Health Good
Status Online
Controller 1
Auto Tiering Disable

Disk Groups
& Volumes

Block Volume

Name

Volume_01

File Volume
Status Health
Online Optimal

& CSlVolumes

£ Block Host v Name HostGroup_001 settings

add Litems
CJ Host

NMVe HostGroup_0---

& Sub System

Controller

Sub System

nqn.2004-08.com.qsan:xn4226d-4c-
000090ca8:devl

ngn.2004-08.com.gsan:xn4226d-4c-
000090ca8:devl

B connected

Configure Steps

Volume ( Namespace )
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Capacity

500.0 GB

Interface

LAN2

LAN2

Actual Space
Available Space

Provisioning

Configuring NVMe-oF for VMware

49 Used

10.47B
9.97TB

Thick Provisioning

Block Size Type

512 Bytes RAID

Best Practice

L + Create Volume

Cache Mode

Write Back -]

v

£ EditInterface
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2. Configure the network IP in controller 1 and controller 2.

Ethernet

= Fibre Channel

£ Data Service Cluster m

-

"5'”“';' e e

DNS Setting

4 Advance
Controller 1 Link Aggregation
@ Rroute
Jumbo
Name 1Pv4 Address IPv4 Gateway Speed MAC IPv6 Addres:
Frame
L] LAN1 oo® 192.168.203.98 192.168.192.254 1.0Gh/s 1500 00:13:78:07:05:56 b
L LAN 2 ®® 10.10.1.10 10.10.1.254 10.0 Gb/s 1500 00:13:78:09:0c:a8 @
L) LAN 3 ®® 169.254.0.236 10.0 Gb/s 1500 00:13:78:09:0c:a9 @
L LAN 4 ®® 169.254.0.237 Down 1500 00:13:78:09:0c:aa =
[ ) LANS ®® 169.254.0.238 Down 1500 00:13:78:09:0c:ab 8
Controller 2 Link Aggregation
Jumbo
Name 1Pv4 Address IPv4 Gateway Speed MAC IPv6 Addres:
Frame
L] LAN1 oo® 192.168.203.99 192.168.192.254 1.0Gh/s 1500 00:13:78:07:05:57 b
L] LAN 2 e® 10.10.1.20 10.10.1.254 10.0 Gb/s 1500 00:13:78:09:0c:b4 &
L) LAN 3 ®® 169.254.1.236 10.0 Gb/s 1500 00:13:78:09:0c:b5 @
L LAN 4 ®® 169.254.1.237 Down 1500 00:13:78:09:0¢:b6 =
L LANS ®® 169.254.1.238 Down 1500 00:13:78:09:0¢:b7 =

2.3. Configure VMware

1. Loginto vCenter, add a new vSwitch and VMkernel Adapter named "vmk1". Note that you
need to select NVMe over TCP when creating the VMkernel adapter.

Configure Steps
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Add Networking

Port properties

Specify VMkernel port settings.

1 Select connection type
Network label

2 Select target device

VLAN ID
IP settings
3 Port properties
MTU

TCP/IP stack

Configuring NVMe-oF for VMware

VMkernel
None (0) v
Pv4

Get MTU from switch

Default

Available services

Enabled services

[ vMotion

() Provisioning

() Fault Tolerance logging
() Management.

[[] vSphere Replication

[ vSphere Replication NFC
[J vsan

[0 vSphere Backup NFC
NVMe over TCP

[[J NwMe over RDMA

CANCEL

Best Practice

i) B @
~ 5 216819071

[ Datacenter

Configure Steps

<

[2 192.168.203.250 ACTIONS.

Summary  Monitor  Confi

Permissions  VMs  Resource Pools

storage v

VMkernel adapters

Storage Adapters

Datastores  Networks  Updates

ADD NETWORKING...  REFRESH
Storage Devices
Host Cache Confiauration Device v NetworkLabel v | swten v v | TCPP stack v | Enavlea servces
Protocal Endpoints > | @ vmo @ Monogement Network 7 Defautt Management
VO Fiters
» [=om © o Defaut NVME over TCP.
Networking v
Virtual switches

7P/ contiguration

Virtual Machines v
VM Startup/Shutdow
Agent VM Settings

Defaut VM Compatisity
Swap File Location

system v
Licensing
Host Proflie

Time Configuration

Authentication Services

©2026 QSAN Technology, Inc. All rights reserved.
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2. Use third-party software to connect to the ESXi host via SSH and create a storage adapter
using the following commands. Note that you need to enable the SSH service in ESXi first.

# esxcli nvme fabrics enable -d vmnicO -p TCP

true

3. You can then find a VMware NMVe over TCP Storage Adapter on the Storage Adapters
page.

= vsphereClient QO

¢ [9192168203.250 | :acrions

Monitor figure  Permissions  VMs  Resource Pools  Datastores  Networks  Updates

m ® 8 e

192.168.199.71 v Storage Adapters

v [l Datacenter

Bl [ 192.168.203.250

@ Test()

ADD SOFTWARE ADAPTER  REFRESH  RESCAN STORAGE

Adapter

4. Use the following command to connect the ESXi host to the storage LUN via NVMe over TCP
protocol. For a multipath configuration, simply execute this command to connect to both
Controller 1 and Controller 2 simultaneously.

# esxcli nvme fabrics connect -a vmhba65 -i 10.10.1.10. -s ngn.2004-08.gsan.xn4226d-
4c-00090ca8:devl

# esxcli nvme fabrics connect -a vmhba65 -i 10.10.1.20. -s ngn.2004-08.gsan.xn4226d-
4c-00090ca8:devl

Configure Steps
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5. Confirm that the NVMe TCP Disk has been detected by ESXi and is operating with
multipath.

vSphere Client Q)

< .
[® 192.168.203.250 | :actions
(1) B @ Summary  Monitor  Configure  Permissions ~ VMs  Resource Pools  Datastores  Networks  Updates

v 192.168.199.71 Storage v Storage Devices

~ [ Datacenter

Storage Adapters .
Bl [ 192.168.203.250 REFRESH DETACH  RENAME ERASE PARTITIONS ~ MARK ASHDD DISK  MARK AS PERENNIALLY RESERVED

Host Cache Configuration O | Name Y WN v Type v | capacity ¥
Protocol Endpoints [0 | Local USB CD-ROM (mpx.vmhba32:CO:TO:LG) o cdrom
/O Fiters O | Local HL-DT-ST CD-ROM (mpx.vmhba0:CO:T4:.0) o cdrom

Networking < (3 | Local ATA Disk (t10.ATA. SAMSUNG_MZ7L348: Q2ZD00AO7______ S664NNOWS24065____.. O disk 4471368

°

) | NVMe TCP Disk (eui. 130144 092¢c19303347 27bee868106) aisk 50000 GB
Virtual switches

VMkernel adapters
Physical adapters
TCP/IP configuration
Virtual Machines v
VM Startup/Shutdown
Agent VM Settings
Default VM Compatibility @1 M exporTv

Swap File Location

System v Properties Paths Partition Details
Licensing
Host Profile
Time Configuration Runtime Name v Status A Target Ad Transport
Authentication Services O | vmhoags:co:TiLO @ Active (1/0) TCPTRANSPORT
Certificate O | vmhoass:co:To:L0 @ Active (1/0) TCPTRANSPORT

Power Management

Advanced System Settings

6. Finally, you can begin virtualization deployment using NVMe-oF simply by creating a
datastore on the Storage Device and selecting it when creating a virtual machine.

vSphere Client O

¢ = NVMeDB ! ACTIONS

i 8 e Summary  Monitor  Configure  Permissions  Files  Hosts  VMs
. 192.168.199.71
~ PR Datacenter Details i Capacity and Usage
= datastorel (1) Last updated at 1:07 PM
NVMeDB Storage
Type VMFS 6 499.75 GB

1 .42 GB used allocated

Hosts 1
Virtual machines
VM templates

Location

s/volumes/69ae547d
C-7546-a036bcceds

VIEW STATS REFRESH

Configure Steps Official
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Select storage

Select the storage for the configuration and disk files

New Virtual Machine

crypt this vir ine ( ; rvi
1 Select a creation type Encrypt this virtual machine (Reguires Key Management Server)

X

VM Storage Policy Datastore Default

3 Select a name and folder E] Disable Storage DRS for this virtual machine

T Storage T T

Compatibility

@] B datastorel -

3 Select a compute resource Name Capacity Provisioned Y

4 Select storage

319 GB 15.02 GB

1.42 GB

499.75 GB

Compatibility

Free T Cluster

21232 GB

Items per page 10 2items

Ivalidating...

Configure Steps
©2026 QSAN Technology, Inc. All rights reserved.
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In summary, NVMe-oF offers a compelling pathway to modern VMware environments seeking
to modernize storage connectivity without the cost and complexity of dedicated network
architectures. When deployed with a QSAN all-NVMe array, it helps enterprises build high-
performance, resilient, scalable, and operationally efficient storage architectures.

However, successful NVMe-oF adoption is more than just enabling the protocol and expecting
enterprise-class performance. Actual production value depends on rigorous design choices,
including appropriate hardware selection, a sound network architecture, proven multipath
behavior, and meticulous end-to-end tuning.

With the right deployment strategy, QSAN storage, combined with VMware ESXi and NVMe-oF,
achieves a viable balance between performance, availability, and cost-effectiveness. This makes
it a solid foundation for agile and stable virtualized workloads. The goal is clear: to transform
NVMe-oF from a promising technology option into a reliable production standard that
continues to support business-critical operations.

Conclusion
©2026 QSAN Technology, Inc. All rights reserved.
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4.1. ApplyTo

=  QSM firmware 4.1.7 and later

=  XEVO firmware 3.1.2 and later

4.2. Reference

Product Page for Unified Storage

= XN5 Series
= XN4 Series
= XN3 Series

Product Page for Block Storage

= XFES5 Series
= XF4 Series
= XF3 Series
Document

= QSM 4 Software Manual

=  XEVO 3 Software Manual

Appendix
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https://www.qsan.com/en/products/series/unified-storage/xn5
https://www.qsan.com/en/products/series/unified-storage/xn4
https://www.qsan.com/en/products/series/unified-storage/xn3
https://www.qsan.com/en/products/series/flash-array/xf5
https://www.qsan.com/en/products/series/flash-array/xf4
https://www.qsan.com/en/products/series/flash-array/xf3
https://www.qsan.com/download_center
https://www.qsan.com/download_center
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