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PREFACE

Information, Tip and Caution

This manual uses the following symbols to draw attention to important safety and
operational information.

INFORMATION:

INFORMATION provides useful knowledge, definition, or terminology for reference.

TIP:

TIP provides helpful suggestions for performing tasks more effectively.

CAUTION:

CAUTION indicates that failure to take a specified action could result in damage to the
system.
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In this document, we will guide users to understand how to use the software iISCSI
initiator in ESXi 7.0 to connect to XCubeSAN XS3324D. We will also demonstrate the
steps pertaining to how multipath 1/0 be configured with XS3324D for achieving the
optimized throughput.

Environment
Host OS VMware ESXi server 7.0
Storage XS3324D
Firmware V2.2.0
RAM 8GB
iISCSI data port 192.168.195.1/24
192.168.195.2/24
Audience
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CONFIGURATION

Logging iSCSI target using software iSCSI
initiator

Users can either use VMware vSphere client or VMware vCenter to configure the
software iSCSI initiator. We are using VMware vCenter to connect to the ESXi server
directly as an example here.

1. Login the ESXi server from VMware vSphere Client.

User name:: VMware' vCenter” Single Sign-On
Password: ]
Use eSSio i

Configuration Official
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2. In Configuration tab, modify Networking setting to add networking (It is the
TCP/IP stack which handles traffic for ESXi server services, such as vMotion, iSCSI,

and NFS).

vm vSphere Client

B @ 8 9 [ 192.168.138.50 | actions~

Monitor Configure Permissions VMs Resource Pools

(5 192168195195 Summary
[ Datacenter
[& 192168138 50
5 2008R2
& 207_php_CHT_201
& centos
&) easonvaail
[ easonvaai2
{3 mingwee_2
& mingwee_vm
& min: n7
& nts_bu
5 swwiki_deb
5 wiki_ubuntu,
7 win10
Y

{3 wings

VMkernel adapters

3 Ada Networking...| € Refresh

Device v Network Label
) & ManagementN
vk 9 vMkeme

o vmk2 & VMkemel 2

3. Select VMkernel Network Adapter

192.168.138.50 - Add Networking

1 Select connection type

2 Select target device
3 Port properties

4 |Pv4 se

5 Ready to complete

Configuration

Select connection type
Select a connection type to create.

Switch
£ vswitcno
&vs
£ vswit

Datastores Networks

Y 1P Address

19216813
781771

169.254993

Updates

TCP/IP Stack v
Default
Default

Default

© VMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion

ISCSI, NFS, FCoE, Fauilt Tolerance, vSAN and host management

Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch

Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network

©2022 QSAN Technology, Inc. All rights reserved.
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4. Select an existing standard switch
192.168.138.50 - Add Networking
+ 1Select connection type Select target device
Select a target device for the new connection.
3 Port properties
4 |Pv4 settings -
! Select an existing network
5 Ready to complete
BROWSE
° Select an existing standard switch
BROWSE
) New standard switch
5. Configure VMkernel port settings
192.168.138.50 - Add Networking
FUITproperues A
+ 1Select connection type Specify VMkernel port settings.
« 2 Select target device
3 Port properties VMkernel port settings
4 IPv4 settings Network label VMkernel test
5 Ready to complete VLAN ID None (0) v
IP settings IPv4
MTU Get MTU from switch v 1500
TCP/IP stack Default v
Available services
Enabled services [ vMotion

[ provisioning

[J Fault Tolerance logging
Management

[J vsphere Replication

[C] vSphere Replication NFC

OvsaN

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
www.gsan.com

Official
Document



How to implement iISCSI multipath on Linux OS
White Paper

6. Setup a proper VMkernel network IP which is used to connect to the iSCSI data port

of XS3324D
192.168.138.50 - Add Networking

+ 1Select connection type IPv4 settings

+ 2 Select target device

Specify VMkernel IPv4 settings.

+ 3 Port properties

4 IPv4 settings

5 Ready to complete
© Use static IPv4 settings
IPv4 address
Subnet mask
Default gateway

DNS server addresses

Obtain IPv4 settings automatically

192.168.195.196
255.255.128.0
192.168.128.254

192.168.205.1

7. Check the settings selections and then click Finish button

192.168.138.50 - Add Networking

+ 1Select connection type Ready to complete

+ 2 Select target device

Review your settings selections before finishing the wizard.

+ 3 Port properties
v 4 |Pv4 settings

5 Ready to complete

New port group
Standard switch

VLAN ID

vMotion

Provisioning

Fault Tolerance logging
Management

vSphere Replication
vSphere Replication NFC
VvSAN

NIC settings
MTU
TCP/IP stack

IPv4 settings
IPv4 address
Subnet mask

7 Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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8. In Configuration tab, select Storage Adapters to list all available storage adapters.
Choose iSCSI Software HBA and click Network Port Binding to modify the settings.

Summary Monitor Configure Permissions VMs Resource Pools

v Storage

Storage Adapters

Storage Devices

Storage Adapters

Host Cache Conf Adapter Y Type Y Status Y

Protocol Endpoints 4 Model: ISCSI Software Adapter

Identifier

Networks

Add Sof e t=r & Refresh F‘Q Rescan Storage... Q Rescan Adapter
c g

Y Targ.. Y

/0 Fit
JOiFiters | & vmnoes7 IScs Online
w Networking

|qn.1998-01.com.vmware:easonv...I 1

7 A 4 Model: Lynx Point AHCI Controller
Virtual switches

VMkernel adapters vmhba0 Block S... Unknown
Physical adapters

TCP/IP configuration = =
Properti Devic.. Pat..

+ Add... = ew Det

D Port Group >

Dynamic Discov.
w Virtual Machines

VM Startup/Shutdo
Gl gl VMkernel Adapter Y
Default VM Compati
Swap File Location
w System
Licensing
Host Profile
Time Configuration
Authentication Servi
Certificate
Power Management
Advanced System S
System Resource Re.
Firewall

Services

9. Select the both VMkernel as a port group

Bind vmhba37 with VMkernel Adapter

192.168.138.50

Updates

Devi.. ¥

0

Paths v

[ycooyal | 7iems

Network Port Bind...

Y  Path Status

Advanced Opii.

Y  Phys

X

Only VMkernel adapters compatible with the iSCSI port binding requirements and available physical network adapters are listed

6 items

D Port Group Y VMkernel Adapter Physical Network Adapter
(] & VIVIRETTIR (VOWILLITT) [ RIS [ e
O & VMkemel2 (vSwitch3) vmk2 vmnic3
Q VMkernei-iscsit (vSwitchO) vmk4d vmnicO (1 Gbit/s, Full)
Q VMkernel-iscsi2 (vSwitchO) vmk3 vmnicO (1 Gbit/s, Full)
- vmnic2
Multiple items selected
Configuration

©2022 QSAN Technology, Inc. All rights reserved.
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10.Go to Static Discovery tab, click Add button to set iSCSI target IP, here is iISCSI data

port of XS3324D
[ 192.168.161.97 | Actions v

Summary Monitor Permissions VMs Datastores Networks Updates

vifoBas i U Y S e e o
Storage Adapters 4 Model: Lewisburg SATA AHCI Controller
Storage Devices vmhba0 Block S. Unknown 0
Host Cache Configur... @ vmhbal Block S Unknown 2

Protocol Endpoints
I/O Filters

v Networking

Proper.. Devi... Pat.. Dynamic Disco. Static Disco... Network Port Bi
Virtual switches

VMkernel adapters + dd...
Physical adapters v Target Name

TCP/IP configuration
172168101:3260

B Copy Al | 5items

Advanced Op

TSl Machiias ign.2004-08.com.qsan:xf2026-000d60528:devi.ctrl
w irtua g}
VM Startup/Shutdo 172168.201:3260 iqn.2004-08.com.qsan:xf2026-000d60528:devi.ctrl J
Agent VM Settings + 9 items
11. Type the XS3324D both iSCSI IP and target ign name
SCSI Server
Port 3260
SCSI Target Name
B inherit authentication settin gs from parent
o\, Host Groups
Host Group HostGroup_001
+
Protocol ION
SCSI Volumes 1
Hosts 1
HostGroup_001 Enabled Data Ports 2
CTRL Target Name
1 I ign.2004-08.com.qgsanxs3324-000d60030:dev1.ctrl I
2
Configuration Official
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12. After that, you will be able to see the both IP addresses.

Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates
v Storage Storage Adapters
Storage Adapters _ 8
Storage Devices @ Refresh Q Rescan Storage.. ] % Rescan Adapter
Host Cache Configur..] Adapter T Type T  Status v Identifler ¥  Targets v

Protocol Endpaints 4 Model: Cougar Point 6 port SATA AHCI Controller

I/O Filters vmhba0 Block SCSI Unknown - 1
¥ Networking 4 Model: iISCSI Software Adapter
Virtual switches

VMkernel adapters vmhbat4 ISCSI Online iqn.1998-01.comymware:62fbf09a-f994-d4... 2
Physical adapters
TCP/IP configuration Properties Devices Paths Dynamic Discovery Static Discovery Network Port Binding Advanced Optio
¥ Virtual Machines -
VM Startup/Shutdo... + Add
Ageht VM Senmgs ISCSI server v Target Name
Default VM Compati... 192.168.1951:3260 iqn 2004-08 com gsanxs3324-000d60030:devl.ctrl
Swap File Location 192168195.2:3260 ign.2004-08.com.qsanxs3324-000d60030:devl.ctr2
¥ System
Licensing
Host Profile

Tima Canfi

TIP:

The iSCSI target ign can be found on web Ul. Remember that the ign
is different if you are connecting to the iSCSI data port of controller
and controller2 from ESXi server.

13.You can also see the iSCSI device here.
Summary  Monito Permissions

Storage Devices

VMs  Resource Fools  Datastores  Network Uodates

R Ratres

Nome WwN v Tye v capscy Datastore Operatonai State v Haroware Accelesation Drwe Type

%

Configuration Official
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14.The ESXi server provides settings to the multipath 1/0. We can select the Storage
Devices and click Properties to Edit Multipathing settings.

Multipathing Policies Edit Multipathing

15. In Multipathing Policies window, it will display how many paths connect to this LUN
and what path is active now. It can be modified by the drop-down menu.

There are three types available, Fixed, Most Recently Used, and Round Robin. The
difference between Fixed and Most Recently Used is that Fixed will make the active
path to failback once the preferred path is restored from a failure status, but Most
Recently Used policy will keep the active path stay in used. Fixed and Most Recently
Used policies will use only one path to transfer the iISCSI network traffic at the same
time, whereas Round Robin policy will use all available paths to transfer the data.
Remember to click Change button for applying the setting.

Edit Multipathing Policies naa.21900013780a0940 5

Path selection policy

NN (WVMware

Most Recently Used (VMware)
Round Robin (VMware
Fixed (VMware)

——— “

11 Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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Add the iSCSI device as Datastore

1. Click Storage => New Datastore

i ] 8 9 [3 19216813850 | actionsv

v [ 192.168.195.195 Summary Monitor Configure Permiss
v : Datacenter ra————
p— Hypervisor VMware ESXi
A (4 19216813 .
i mefmidbionss - 132168 138 50 baet POD-C Series

ﬁ 7005? locessor Type Intel(R) Xeon(k
) 207_pl 1 New Virtual Machine bgical Processors: 8

centos Cs 4
5 | 13 Deploy OVF Template SR o
& easony irtual Machines &
& eassr\\‘ B New Resource Pool e (=6 143
= | ptime ix
at '""‘-’"“‘ 88 New vapp
& mingw
1 mingw Maintenance Mode 3
3 nts_oy Connection » Bl EEE

sw wik| kA
ﬁ Power >
& wiki_uf
& wini0 ‘ Certificates >
& wmsa; Storage
{3 windoy

& windo{ 8 Add Networking

& "“"“’0“ Host Profiles

@ Assign License
Settings
Move To
Tags & Custom Attributes
Remove from Inventory

Add Permission

> Category

2. Select the datastore type as VMFS

New Datastore

2 Name and device selection Specify datastore type

3 VMFS version
4 Partition configuration

5 Ready to complete

® VMFs

Create a VMFS datastore on a disk/LUN

NFS

Create an NFS datastore on an NFS share over the network

O vvol
Create a Virtual Volumes datastore on a storage container connected to a storage
provider.
12 Configuration Official
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3. Type the Datastore name and select this iISCSI disk from XS3324D

New Datastore

v 1Type Name and device selection

PAELEEL G BRI RS, Select a name and a disk/LUN for provisioning the datastore.

3 Partition configuration
4 Ready to/complete Datastore name: Datastorel
Name v LUN v Capacity v | Hardware.. v DriveT.. v S
I Qsan ISCSI Disk (naa.200... 0 11.00 GB Supported HDD I -8
< > v

CANCEL BACK NEXT

4. Configure the datastore size

New Datastore

+ 1Type Partition configuration
+ 2 Name and device selection Review the disk layout and specify partition configuration details.

4 Roady to compidte Partition Configuration A A RS S E ~
Datastore Size =) n GB
Empty (110/GB)

CANCEL ki

13 Configuration

Official
©2022 QSAN Technology, Inc. All rights reserved. Document
www.gsan.com



How to implement iISCSI multipath on Linux OS

5. Review the Datastore setting and click FINISH

New Datastore

v 1Type Ready to complete
+ 2 Name and device selection Review your settings selections before finishing the wizard.

+ 3 Partition configuration

4 Ready to complete General

Name Datastorel
Type VMFS
Datastore size 11.00 GB

Device and Formatting

Disk/LUN: Qsan iSCSI Disk (naa.20040013780a8000)
Partition Format GPT
VMFS Version VMFS 5

6. Here can see the Datastore is created successfully

vm vSphere Client

8 9@ 8 Datastorel | actionsv
v (5 192.168.195.195 Summary Monitor Configure Permissions Files Hosts VMs

|=| Datastorel

[=] easonstore

Type: VMFS 5
URL:  ds:///vmfs/volumes/5f3572e1-d895d3ac-91e4-9c5¢8e4f6651/

(&) wiki_vm_backup

Details

Tags

Assigned Tag Category Description

>

No items to display

Assign

14 Configuration
©2022 QSAN Technology, Inc. All rights reserved.
www.gsan.com
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Create the Virtual Machine(VM) with the
Datastore

1. Click New Virtual Machine

g8 @ [a 192.168.138.50 | ac

v (3 192.168.195.195 Summary Monitor Config

v [[{ Datacenter

- — Hypervisor:
1921681 =
Vi [& Actions -192.168.138.50 odel
E] e = rocessor Type:
5 207 131 New Virtual Machine l ogical Processors

£ centg 13 Deploy OVF Template. ICs
Ej easor irtual Machines:
# New Resource Pool tate
{1 easor] )
ptime:
51 ming BE New vApp.
& ming
Maintenance Mode 4
& ming
1 nfs_b| Connection » hell BREE
T swwi Power > B
&1 wiki_
51 win1ol Certificates >
Eﬁ wingg Storage »
&1 windd

& ’
& windd 3 Add Networking

{3 wind Host Profiles >

@ Assign License
Settings
Move To..
Tags & Custom Attributes >
Remove from Inventory

Add Permission

15 Configuration Official
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2. Select the VM type as “Create a new virtual machine”

New Virtual Machine

1 Select a creation type Select a creation type

2 Select a name and folder

3 Select a compute resource

4 Select storage

5 Select compatibility
6 Select a guest OS

7 Customize hardware

8 Ready to complete

How would you like to create a virtual machine?

I Create a new virtual machine I

Deploy from template

Clone an existing virtual machine
Clone virtual machine to template
Clone template to template

Convert template to virtual machine

3. Specify a unique name for the VM

New Virtual Machine

This option guides you through creating a
new virtual machine. You will be able to
customize processors, memory, network
connections, and storage. You will need to
install a2 guest operating system after

creation.

CANCEL NEXT

+ 1Select a creation type

M= screc  name ana roer
3 Select a compute resource
4 Select storage
5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

16 Configuration

Select a name and folder
Specify a unique name and target location

Virtual machine name: New Virtual Machine-1

Select a location for the virtual machine.

v [ 192168195195
> [ Datacenter

©2022 QSAN Technology, Inc. All rights reserved.
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4. Select the destination of this VM

New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder
4 Select storage
5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

Select a compute resource
Select the destination compute resource for this operation

v [ Datacenter
[4 192.168.138.50

Compatibility

v/ Compatibility checks succeeded

CANCEL BACK

5. Select the datastore which we just create “Datastore1”

New Virtual Machine

+ 1 Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

17 Configuration

Select storage
Select the datastore in which to store the configuration and disk files

VM Storage Policy: Datastore Default v
Name Capacity Provisioned Free Typ
I =) Datastoret 1075 GB 885 MB 9.89 GB I vV
& easonstore 924 GB 107 78 255.91GB vV
& wiki_vm_backup 714 TB 60.04 GB 70878 NE

Compatibility

v~ Compatibility checks succeeded.

CANCEL BACK NEXT

Official
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6. Select the compatibility version as “ESXi 6.0 and later”

New Virtual Machine

+ 1Select a creation type Select compatibility
+ 2 Select a name and folder Select compatibility for this virtual machine depending on the hosts in your environment

+ 3 Select a compute resource

The host or cluster supports more than one VMware virtual machine version. Select a
+ 4 Select storage

5 Select compatibility compatibility for the virtual machine.

6 Select a guest OS Compatible with: [EsXi 6.0 and later _ v| @
7 Customize hardware

This virtual machine uses hardware version 11, which is compatible with ESXi 6.0 and later.
8 Ready to complete
Some virtual machine hardware features are unavailable with this option.

7. Select the guest OS of VM

New Virtual Machine

1 Select a creation type Select a guest OS

2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

Identifying the guest operating system here allows the wizard to provide the appropriate

v
v
+ 3 Select a compute resource
+ 4 Select storage

L

5 Select compatibility defaults for the operating system installation.

6 Select a guest OS Guest OS Family:

7 Customize hardware

Guest OS Version: [ Microsoft Windows Server 2016 (64 {f£75) ~
8 Ready to complete

Compatibility: ESXi 6.0 and later (VM version 11)

Sl

18 Configuration Official
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www.gsan.com



8. Configure the VM hardware settings

New Virtual Machine

How to implement iISCSI multipath on Linux OS

v
v
v
v
v
v

1 Select a creation type
2 Select a name and folder

3 Select a compute resource

4 Select storage
5 Select compatibility
6 Select a guest OS

7 Customize hardware

8 Ready to complete

Customize hardware

Configure the virtual machine hardware

Virtual Hardware

v

CPU*

v

Memory

v

New Hard disk *

v

v

New Network *

v

v

Video card *

VMCI #£8

v

Other

New SCSI controller *

New CD/DVD Drive *

VM Options

4 GB
5 GB
LSI Logic SAS

VM Network v

Client Device

ADD NEW DEVICE

Connect...

Specify custom settings v

i)

FRERSIERNN T ZERHEE PO B b

B

Additional Hardware

Compatibility: ESXi 6.0 and later (VM version 1)

CANCEL BACK NEXT

9. Check the all settings and then click FINISH

New Virtual Machine

v
v
v
v
v
v
v

8 Ready to complete

1 Select a creation type
2 Select a name and folder
3 Select a compute resource

4 Select storage

5 Select compatibility
6 Select a guest OS

7 Customize hardware

19 Configuration
©2022 QSAN Technology, Inc. All rights reserved.
www.gsan.com

Ready to complete

Click Finish to start creation.

Provisioning type

Virtual machine name

Folder

Host

Datastore

Guest OS name

Virtualization Based Security

CPUs

Memory

NiCs

NIC 1 network

NIC 1 type

SCSI controller 1

Create a new virtual machine

New Virtual Machine-1

Datacenter

192.168.138.50

Datastorel

Microsoft Windows Server 2016 (64 {@£55)

Disabled

1

4GB

1

VM Network

E1000E

LSI Logic SAS

v

Compatibility: ESXi 6.0 and later (VM version 11)

CANCEL BACK
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10. Here can see the new VM had been created successfully

@ New Virtual Machine-1 ACTIONS v

Summary

VM Hardware

Host [4 19216813850
Networks ¥ VM Network

Storage Datastore

11.Verify that the multipath is working by IOmeter on the created VM guest OS.

Topologe Disk Targets | Network Teogess | Acoss Specificatons | Results Duplay | TestSetap |
Taugets
{ i ARMa A [o@>cC ~ Meoarreem Duck Seze

2 Fou 530h0:4-2caT-11e 23t [0 Sxcoa

S 1y

Swring Dick Sector

0

# of Oretemading 10

[o4l par Wiget

Use Fowd &

[ Fowd Sesd Valme
Teut Conuecon Rate

- :J:' Treasecaons pec com

Weis 10 Date Patiern

|« L.I |Repoatng byses -

lomatme =101 ]
lometer 1.1.0

236.48 MBPS (225.52 MiBPS)

All Managers - Total MBs per Second (Decimal)

Seftnge Tes Cortrok
Total MB4 per Second [Decasal] |

e e——— ] stop |
Range {0 I Show Tisce

20 Configuration
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Conclusion

QSAN XCubeSAN series products provide Active-Active dual controller and support
ALUA, user don’t have to pre-configure any option on XS3324D system to achieve the
redundancy between ESXi server and XS3324D, just make sure the multipath 1/0
session is well-configured and the failover/back mechanism will automatically be
executed once one of controllers gets failed.

Apply To
XCubeSAN XS3300
XCubeFAS series

References
XEVO Software Manual

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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Trademarks
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= Linux is a trademark of Linus Torvalds in the United States and/or other countries.

= UNIX is a registered trademark of The Open Group in the United States and other
countries.

= Mac and OS X are trademarks of Apple Inc., registered in the U.S. and other
countries.

= Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

= VMware, ESXi, and vSphere are registered trademarks or trademarks of VMware,
Inc. in the United States and/or other countries.

= Citrix and Xen are registered trademarks or trademarks of Citrix Systems, Inc. in the
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= Other trademarks and trade names used in this document to refer to either the
entities claiming the marks and name or their products are the property of their
respective owners.
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APPENDIX

Related Documents

There are related documents which can be downloaded from the website.

All XCubeSAN Documents

XCubeSAN QIG (Quick Installation Guide)
XCubeSAN Hardware Manual
XCubeSAN Configuration Worksheet
XCubeSAN SANOS 4.0 Software Manual
Compatibility Matrix

White Papers

Application Notes

Technical Support

Do you have any questions or need help troubleshooting a problem? Please contact
QSAN Support, we will reply to you as soon as possible.

Via the Web: https://www.gsan.com/en/contact support.php

Via Telephone: +886-2-7720-6355 (Service hours: 09:30 - 18:00, Monday - Friday,
UTC+8)

Via Skype Chat, Skype ID: gsan.support (Service hours: 09:30 - 02:00, Monday -
Friday, UTC+8, Summertime: 09:30 - 01:00)

Via Email: support@gsan.com

Appendix Official
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