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PREFACE

Information, Tip and Caution

This manual uses the following symbols to draw attention to important safety and
operational information.

INFORMATION:

INFORMATION provides useful knowledge, definition, or terminology for reference.

TIP:

TIP provides helpful suggestions for performing tasks more effectively.

CAUTION:

CAUTION indicates that failure to take a specified action could result in damage to
the system.
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In this document, we will guide users to understand how to configure MPIO for Qsan
storage in Windows Server 2022. Although the MIPO driver is also available in the Qsan
Storage Service installer, we strongly recommend that the customers use the Multipath
I/0 in the Windows Server 2022 instead of the Qsan MPIO driver.

Environment
Host OS Windows Server 2022
Storage XS3324D/XF2026D/XF3126D
Firmware V2.2.0
RAM 16GB
iISCSI data port 192.168.175.70/24

192.168.175.70/24

Topology

Windows Server 2022
HBA 1 HBA 2
[2]
' '
Ctroller1 Ctroller2

Qsan Storage Array

(on) (i) () ()

Audience
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CONFIGURATION

1. Login XEVO Ul.

4 Configuration Official
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2. In System tab, go to Data Ports to iSCSI Ports, and click set IP address.

OSAN X=VQ | xrzuzsrerron

Data Port Overview

CTRL1 [l

& iSCSl Ports

CTRL  Interface Location
& 1 iSCSI (10Gb) Onboard
o . i5CS1 (106b) | SetIP Address
- s iscsi (106b)  Set Link Aggregation
- 2 iSCS1(106b) et Defauit Gateway
4 | SetVLANID

Set Jumbo Frame

£> iSCSI Settings Ping Host

Port

LANT

LANZ

LANT

LANZ

System
Settings Data Ports Maintenance Data Encryption
2 On Slot 2
[ CTRL 2 [iTV ]

Status LAG IP Address Gateway VLAN ID
16b/s N/A 192168.175.70 N/A
Down N/A 8888 N/A
1Gb/s N/A 192.168.175.71 N/A
Down N/A 192168121 192.168.12.254 N/A

3. Set IP address of controller1 LAN1 to 192.168.175.70/24.

Set IP Address

DHCP 2

(@) Static

IP Address  192.168.175.70

Subnet Mask = 255.255.255.0

Gateway

S e

Configuration

: Cancel |m
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Jumbo Frame

Disabled

Disabled

Disabled

Disabled
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MAC Address

00:13:78:f9:a7:02

00:13:78:9:a7:03

00:13:78:9:a7.0c

00:13:78:19:a7:0d
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4. Set IP address of controller2 LAN1 to 192.168.175.71/24.

Set IP Address

(%3]
T
1]

5. Open “cmd” to confirm that you can ping to the set IP.

EX Administrator: Command Prompt

6 Configuration
©2022 QSAN Technology, Inc. All rights reserved.
www.gsan.com



How to implement iISCSI multipath on Windows OS
White Paper

6. Open the Server Manager window, and click Add Features.

Server Manager * Dashbo P'oovemege oo view  hep

B8 Dashboard 'WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this local server

ii File and Storage Services b
‘QUICK START

| 2 Add roles and features

3 Add other servers to manage

4 Create a server group

5 Connect this server o cloud services
Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
A3 .?nd Storage 1 § Local Server 1 ii All Servers 1
Services

@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

7. Check the item of Multipath 1/0O, and click Next button below to install this new

feature.
fie Add Roles and Features Wizard — O =
Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection [] 1IS Hostable Web Core ~ Multipath I/Q, along with the
Server Roles [] Internet Printing Client Micro=oft DE“_"CE SpeahciModule
_ _ [] IP Address Managsment (IPAM) Server {DSM}' or a third-party DSM' )
Features ] LPR Port Moniter provides support for using multiple
Confirmation [] Management OData IS Extension da.ta paths to a storage device on
[] Media Foundation Windows.

[] Message Queuing

«| Microsoft Defender Antivirus (Installed)

Multipath /0

[] MultiPoint Cennector

[ Metwork Load Balancing

] Metwork Virtualization

[] Peer Mame Resalution Protocol

[] Quality Windows Audio Video Experience

[] RAS Connection Manager Administration Kit (CM2
[] Remote Assistance

] Remote Differential Compression

[] Remote Server Administration Tools

[71 REC aver HTTP Proxy ]

< Previous | | Mext = Install

7 Configuration Official
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8. Create pool and volume and hostgroup,

QSAN X=VO | xrz02e-rea700

Dashboard Storage Hosts Protection Analysis System

2. Host Groups
Host Group HOStGroup_001

+
Protocol 10N
iscsl Volumes 1
Hosts 1
HostGroup_001 Enabled Data Ports 4
CTRL Target Name

1 ign.2004-08 com gsan:xf2026-000{9a700:dev1 ctrl

2 ign.2004-08 .com.gsan:xf2026-000f9a700:dev1.ctr2

% Host Profile

£ Connected Volumes

How to implement iISCSI multipath on Windows OS

and map LUN “Volume_01".

Alias

Volume Name

L]

Volume_01

Capacity

500.00 GB

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
www.gsan.com

Slat 1

LUN

Slot 2

Volume Type

RAID Volume
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9. For the iSCSI storage like XF2026D, use the iSCSI Initiator to connect to the

XF2026D with VD.

Initiator Properties

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to & target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect.

Target: | Quick Connect...
Discovered targets
Name Status
ign. 2004-08, com.gsan:xf2026-000f8a700:dev 1.cirl Inactive
ign. 2004-08, com.gsan:xf2026-000f%a700: dev L.otr2 Inactive
Connect To Target X

Target name:
| ign. 2004-08, com.gsan:xf2026-000f2a700:dev L.etr 1

[[] Add this connection to the list of Favarite Targets.
T This will make the system automatically attempt to restore the
d?d‘c‘[’:" connection every time this computer restarts.

To conf [#]Enable multi-path I

then d

.

For ta
select

For configuration of devices assodated with a target, select

Advanced Settings ? X

General  IPsec

Connect using

Local adapter: |Microsoft iSCSI Initiator ~|
Initiator 1P: |192.168,175.81 v
Target portsl IP: \ 192,168, 175.70 / 3260 - |
CRC / Checksum

[oata digest [Header digest

[C]Enable CHAP log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication between a karget and
an initiator,

To use, specify the same name and CHAP secret that was configured on the target for this
initiztor. The name will default to the Initiator Mame of the system unless another name is
specified.

Mame: ign. 1991-05, com.micresoft:win-6gsd 1cqriug

Target secrek:

the target and then dick Devices. Perform mutual authentication

Ta use mutual CHAP, either specify an initiator secret on the Configuration page or use

RADILS,
Use RADIUS to generate user authentication credentials
Use RADIUS to suthenticate target credentials

Coc ] Posiy
. P
iSCSI Initiator Properties
Targets Discovery Favorite Targets Volumesand Devices RADIUS  Configuration Advanced Settings ?

Quick Connect

To discover and log on to & target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | Quick Connect...
Discovered targets
Name Status
ign, 2004-08.com. gsan:xf2026-000f9a700:devl.ctr1 Connected
ign. 2004-08.com. gsan:xf2026-000f9a700:dev1.ctr2 Inactive
Connect To Target X

Target name:
| ign. 2004-08.com. gsan:xf2026-000f9a700:dev 1.ctr2

[[] Add this connection to the list of Favarite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

Enable multi-path

o[ o

ol B E

For configuration of devices associated with a target, select
the target and then dick Devices.

o [t | (0

General  [psac

Connect using

Local adapter: | Microsoft iSCS! Initiator v
Initiator IP: | 192.168.175.81 w |
Target portal IP: | 192.168.175.71 / 3260 “|
CRC [ Checksum

[ClData digest [Header digest

[CJEnable CHAP log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication between a target and
an initiator.

To use, spedify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
spedfied.

Pame: ign. 1991-05. com. microsoft:win-6qsd 1cqriug
Target secret:

Perform mutual authentication

T use mutual CHAR, either specify an initiator secret on the Configuration page or use
RADIUS,

Use RADIUS to generate user authentication credentials
Use RADIUS to authenticate target credentials

o]~ eme ||

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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10.We take XF2026D as example, after iSCSI initiator login success, you can check
“QSAN XF2026 SCSI Disk Device” in device manger. When MPIO is disable, it will

show two disk device.

;{' Computer Management
File  Action

= rnEEHE 2

View Help

;{l Computer Management (Local | v & WIN-6QSD1CQROUG
v [[’& System Tools > 3 Computer
> @ Task Scheduler Vo Disk drives
> @ Event Viewer - O5AN XF2026 SCSI Disk Device
> [l Shared Folders - O5AN XF2026 SCSI Disk Device
» 4 Local Users and Groups = ST12000MMO0T7-241111 ATA Device
> @ Performance Display adapters
& Device Manager DVD/CD-ROM drives
Human Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Mice and other pointing devices

lo il

4

v (3 storage

> @ Windows Server Backug
w Disk Management

:da{; Services and Applications

v

Meonitors

MNetwork adapters

Ports (COM & LPT)

Print queues

Processors

Software devices

Storage controllers

System devices

Universal Serial Bus controllers

<fiemdlishicd

Actions

Device Manager
More Actions

11. After adding the Multipath 1/O feature, you can find MPIO in the tools of server
manager.

Server Manager * Dashboa

Dashboard

'WELCOME TO SERVER MANAGER

Manage Tools  View  Help

Compenent Services
Computer Management

Defragment and Optimize Drives

B Local Server

ii All Servers

o Configure this local server

‘QUICK START

Add roles and features

[¥]

w

Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services

LEARN MORE

Disk Cleanup
Event Viewr
SCSl Initiator
Local Security Policy
Micrasoft Azure Services

L_mpio |

‘ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit]

Performance Monitor

Recovery Drive
Registry Editor
Resource Monitor

Services

ROLES AND SERVER GROUPS

Roles:0 | Servergroups:1 | Servers totals 1

B Local Server 1 ii All Servers 1

@ Manageability

Events

@ Manageability

Events

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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System Configuration
System Information

Task Scheduler

Windews Defender Firewall with Advanced Security
Windows Memary Diagnostic

Windews PowerShell

Windows PowerShell x6)

Windews Server Backup

Official
Document



How to implement iISCSI multipath on Windows OS
White Paper
12.In MPIO Properties window, switch to the label of “Discover Multi-Paths”. Check the
option of “Add support for iISCSI devices” and select “QSAN XF2026” and press “Add”
button to take effect.

MPIO Properties >

MPIO Devices Discover MultiPaths  DSM Install Configuration Snapshat

SPC-3 compliant

Device Hardware Id

Q5AN XF2025

Add suppaort for ISCSI devices
Add support for SAS devices

Add

Others

Device Hardware Id

Add

Cancel

11 Configuration Official
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13.The iSCSI disk drive in “Device Manager” becomes a multi-path disk device now. It

does not need to reboot server to take effect.

;E'J Computer Management
File Action View Help

o= HE HE B

;E'J Computer Management (Local | +~ & WIN-6QSD1CQROUG
v '[?é System Tools > 3 Computer
> @ Task Scheduler Vo Disk drives

> i3] Event Viewer I_ QSAN XF2026 Multi-Path Disk Device I
> [l Shared Folders = - evice

> .%J Local Users and Groups 5§ Display adapters

> @ Performance . DVD/CD-ROM drives
Human Interface Devices
=@ IDE ATA/ATAPI controllers
Keyboards

>
>
& Device Manager ¥
v E Storage ¥
> @ Windows Server Backug >
= Disk Management > 8 Mice and other pointing devices
> f}¢ Services and Applications » [ Monitors
> 3 Network adapters
> & Ports (COM&LPT)
» [ Print queues
> ﬁ Processors
> B Software devices
> & Storage controllers
> @ System devices
> i Universal Serial Bus controllers

Configuration
©2022 QSAN Technology, Inc. All rights reserved.
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14.The multipath policy could be specified by right clicking on the multi-path disk device
in the “Disk Management”, and then select Properties. In MPIO label, the load

balance policy could be

modified here.

-5
File Action View Help QSAN XF2026 Multi-Path Disk Device Properties e
e R EE 2D
General Policies  Volumes MPIO  Driver Details Events
A Computer Management (Local | Volume
v [ré System Tools - (C}) Select the MPIO policy: Round Robin V| mp, Primary Partition)
() Task Scheduler = (Disk 0 p Description
& Event Viewer = System R The round robin palicy attel Round Robin With Subset prtition)
2| Shared Folders to all processing paths.  |Least Queue Depth
Weighted Paths
% Local Users and Groups Loost Blocks
(%) Performance
4 Device Manager
v & .St.orage DSM Name: |Microscft DSM Details
X -
& W|ndow5 Server Backup This device has the following paths:
= Disk Management
2, Senvices and Applications Path Id Path State TPG... TPG State Wei...
77040000 Active/Optimi... 0 Active/Optimi...
77040001 Active/Optimi... 1 Active/Optimi...
£ >
£ >
To edit the path settings for the MPIO policy, select a Edit
path and click Edit. A
— Disk 0 ) ) I
Basic T‘_o EDADQI }:e path settings and selected MPIO policy, Apply
1176006 o PP
COnline
Cancel
‘0 Disk1 I
Unknown
500.00 GB 500.00 GB
Offline () Unallocated
= CD-ROM 0
DVD (D)
No Media v
< > || I Unallocated W Primary partition

Actions
Disk Management

More Actions

Conclusion

The MPIO function is a build-in feature of Windows Server 2022 and needs to be enable
and configured before using it. It took effect without reboot server. This is a advantage

compared with the previous version of Microsoft Server operating systems.

Apply To

XS3324D/XF2026D/XF3126D

References
XEVO Software Manual

Configuration
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Copyright

© Copyright 2022 QSAN Technology, Inc. All rights reserved. No part of this document
may be reproduced or transmitted without written permission from QSAN Technology,
Inc.

September 2022

QSAN believes the information in this publication is accurate as of its publication date.
The information is subject to change without notice.

Trademarks

= QSAN, the QSAN logo, XCubeSAN, and QSAN.com are trademarks or registered
trademarks of QSAN Technology, Inc.

= Microsoft, Windows, Windows Server, and Hyper-V are trademarks or registered
trademarks of Microsoft Corporation in the United States and/or other countries.

= Linux is a trademark of Linus Torvalds in the United States and/or other countries.

= UNIX is a registered trademark of The Open Group in the United States and other
countries.

= Mac and OS X are trademarks of Apple Inc., registered in the U.S. and other
countries.

= Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.

= VMware, ESXi, and vSphere are registered trademarks or trademarks of VMware,
Inc. in the United States and/or other countries.

= Citrix and Xen are registered trademarks or trademarks of Citrix Systems, Inc. in the
United States and/or other countries.

= Other trademarks and trade names used in this document to refer to either the
entities claiming the marks and name or their products are the property of their
respective owners.

14 Announcement
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APPENDIX

Related Documents

There are related documents which can be downloaded from the website.

All XCubeSAN Documents

XCubeSAN QIG (Quick Installation Guide)
XCubeSAN Hardware Manual
XCubeSAN Configuration Worksheet
XCubeSAN SANOS 4.0 Software Manual
Compatibility Matrix

White Papers

Application Notes

Technical Support

Do you have any questions or need help troubleshooting a problem? Please contact
QSAN Support, we will reply to you as soon as possible.

Via the Web: https://www.gsan.com/en/contact support.php

Via Telephone: +886-2-7720-6355 (Service hours: 09:30 - 18:00, Monday - Friday,
UTC+8)

Via Skype Chat, Skype ID: gsan.support (Service hours: 09:30 - 02:00, Monday -
Friday, UTC+8, Summertime: 09:30 - 01:00)

Via Email: support@gsan.com

Appendix Official
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